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Relative growth of software complexity and productivity over time, indexed for automotive features

4 Complexity
3
2
Productivity
1
2010 2020

Source: McKinsey’s SoftCoster embedded software project database

Source: https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/when-code-is-king-mastering-automotive-software-excellence 5
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Failure
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Source: state-of-devops-2021.pdf (gooagle.com)
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Products Solutions Academia Support Community Ewvents

H Technical Articles and Newsletters

i | Overview Search Technical Articles = Newsletters v Cleve's Comer Collection  Sign Up

Developing AUTOSAR- and ISO 26262-Compliant Software for a
H Hybrid Vehicle Battery Management System with Model-Based
Design

 ARTIFACTORY |

the adoption of Model-Based Design.

Figure 1. Issue counts for software releases before and after

1
By Duck Young Kim, Won Tae Joe, and Hojin Lee, LG Chem

e

Link to technical article

Online Panel Discussion: Agile Vehicl

ftware Development and Effective Integration of M |
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https://www.mathworks.com/videos/online-panel-discussion-agile-vehicle-software-development-and-effective-integration-of-models-1634921326013.html
https://www.mathworks.com/company/newsletters/articles/developing-autosar-compliant-software-for-a-hybrid-vehicle-battery-management-system-with-model-based-design.html

LI ITRYFFEES

Amr

_| MathWorks:



MathWorks AUTOMOTIVE CONFERENCE 2022

-
|

- 155

474

Local y Modgl
qualification 44 Check-ins
finds most i
issues  Developers
Less
- Rejects
L&Al )

Model&Code

review

TR Cl &%

Review Issues

¥YO®ue
2 Trigger
§ , ClI
S—

Model
Merge

0 Direct Feedback

e
Source code
repository

Notification

.-f @ cigcl %’"
Generate
O code and
artifacts
Cl Pipeline
finds remaining issues
Code gen
Code Integration
Checks

0 Flow / Automation

E— ﬂ" Toeias  Dene =
= f'; .y ﬁ\ .y Set Goals,
T ol =l Track Quality
- - - Track Progress
Publish ‘l . @
WATLAE® Terst Bepert, H
et results . Ein;:‘lE; ) |.
e'-'- ~— Team
. leader
CD Pipeline Artifactory
artifacts generation repository
Software package
Notification

Q Learning

10



MathWorks AUTOMOTIVE CONFERENCE 2022

1|

MATLAB 1 Simulink 1415 $r4E £ pk BU &L E

. N\-\{acts, Test Re su
OV S

o A
O %
§ ®)
@ %
& P \l_’b& P
) )
¥ S bec’ S
Continuous
Development .
Integration
R o]
> S RS
Q N
¢ % o

Q
Developers & /. Version .
Q
Test Authors il Control ey

Q/Ionitor Review

Trigger

12



ETRANITHIFFES

/

&M Ex

7

Al

Development

Developers &
Test Authors

Development

1l ®EUEe

¥ LaneFollowingTestBenchExample - Simulink prerelease use

LoreFbmpgTestBe i Esaite

Lirary
© E Pt v Bromer B Fest Restart
P Lsran

Stop Time | simStopT:
~ | Nermal -]

REuE

[ ——

Modelling

N N\“acts, Test Re sty
s S

NG
% ¥
Continuous
Integration
3 N
< >
2

Version

Control

Trigger

(o]

3.

)
<1
Py

(0]

<

0]

=

Verification &Test

DATA INSPECTOR T .
ey = o — 2 e
=] § =] = =] T e —_— == -
. Dd == @ a a | = * — - = # B e 1 i ] HA
" Subplots  Clear Subplot  Legend & [ & DatacCursors Highlight SendtoFigure  Update Baselin — . d
VIEWS ZOOM& PAN | MEASURE & TRACE SHARE anaysis [ (e . e
Resulls and Arfifacis i\ startPage  x [ Visualize x I - .P — .I LaneFollowingTestBenchExample/Collision Detection/Test  LaneFollowingTestBenchExam
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¥ Test Assessments/Glo... © = - - .
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Test Assessments/Glo... @ o 2 e . ‘ : . .
pass - o vehicle and lead vehicle does not dip below vehicle and lead vehicle does n
Tl e % 1.55 for more than 2s at a time. % 1.5s for more than 5s at a tim
» i Sim Output (LaneFollowingTi - verify(duration(time_gap < 0.8, sec) < 2); verify(duration(time_gap < 0.8,
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= .
PROPERTY VALUE I % Verify that no collision was detected % Verify that no collision was d
Name [\J Test Assessments/Glob... * verify(~collision); verify(~collision);
Block Path LaneFollowingTestBenchEx. Untested
Intern Method 7oh e 1 2 3 4 5 =

Compare & Merge

Gen Reports
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Name Failed
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Polyspace #7557 4T 8E

Bug Finder @
—~>High Quality, Secure, Compliant Code:
* Measurable, Maintainable, Consistent "oéo y
 Very few defects_ or vulnerabilities £y k\,/@ ‘
« Credits for functlonal safety, % Code
cybersecurity standards. Hig, Metrics
Stack Usage
_. MISRA-C, C++ . Defect& Seor?:m':;i(::e
Code Prover cr:is coding Vulnerability e
W Standards, Checkers 24 Ngp
>Fully Trusted Components: &Y 35?/*" Cybersecurity Loy, SMmeny
- Reliable, Robust, Safe, Secure 5> SUElli=s: Qe &q
* Proven free of critical runtime C/ N

defects and vulnerabilities
 Additional credits for standards.
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€ /roLyseace
( IDE, Editor \

Visual Studio ﬂ

Visual Studio Code aws
e " POLYSPACE | sedpse ) Google Cloud ~_>
Compilers

( Source Control \ TASKII\ﬁ, GCC

0 git GHS, DIAB, etc

? G&Jb

€© vroryseace © vrovvseace
( Cl/CD \ ( Bug Tracking \

f Azure Pipelines Travis Cl ' Jira o

&) Jenkins Dcirclec Na s

\_ ¢, Bamboo y \ " ' REDMINE J
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ps

" POLYSPACE

-

al

2 eclipse-workspace - cxx/Bug_Finder_Example/sources/numerical.c - Eclipse IDE

File Edit Source Refactor Navigate Search Project Run ~

Polys Wwindow  Hel
X|[o][=] -- || No Launch Configuration: Yep F
= 1 Project Explorer i % Connections =% ¥ 1 =0 Preferences
E L eox
~ & Bug Finder Example 1 Configure Project

& Module_1

~ & sources

Open Web Interface

& bf testcasesh Show View
& concurrency.c B
& cryptography.c (2) Help
& dataflows ) .
& dynamicmemory.c Switch to Desktop integration
& goodpractice.c i
i 167-4nt corrected_signchange(unsigned int rd,
& ib_aypto.checkersh oA et
& main.c 6o
& numericalc 176 if (rd_uint) {
& programming.c 171 1=
 programming2.c 72} .
173 return i1;
@ resourcemanagement.c A
& security.c 75
% StandardsConfiguration i 176
@ staticmemory.c 1774/*
- tainteddata 178 '* FLOAT CONVERSION OVERFLOW
) . 179 *
# Bug_Finder_Bxample.pspi 180-void bug_floatconvovfl(int rd_int) {
+ Makefile . & il . as
» & Bug_Finder_Example_Cpp
& Code_Prover_Example V Result Details &
» & Code_Prover_Example_Cpp 4z [] Variable trace
» Makefile - Result Review
» MODULES CSign change integer conversion overflow (mpact: Medum).
8 retail.mtf Conversion from unsigned int32 to int32 overflows.
- Valid range: [-2431 .. 2431-1]
# vc140pdb
. Event File Scope.
8 payc-test
Assignment to local varlable "uil" numerical.c bug_sign

8= outline Build Targets | ¥ Results List 52

1
[B28 © Sign change integer conversion overflow numerlcal.c File Scof

File: AlarmAutoTestManager.cpp Findings: 10
Famity |F| 1D |F] Type &l Group &

o 52 Defect Performance Missing
- 65 AUTOSAR C++14 15 Exception handling  A15-4-4
A 67 AUTOSAR C++14 15 Bxception handling ~ A15-4-4
v L) AUTOSAR C++14 15 Exception handling  A15-4-4
- 69 AUTOSAR C++14 15 Exception handling  A15-4-4
v * 71 AUTOSAR C++14 15 Bxception handling ~ 415-4-4
- 72 AURDSAR C++14 15 Exception handling  A15-4-4
- 74 SAR C++14 15 Exception handling  A15-4-4
- * 11 AUTOSAR C++14 2 Lexical conwentions A2-7-3A
h 47 AUTOSAR C++14 2 Lesical cormentions  A2-7-3 A
o« ] [

D e Ev BT EvE Y BYOTO YUY MG T THvwoyo|m

lec  Bmainc & resourcemanagemente (2 “numericalc ¢

/

{

/* Defect: Sign change overflow */

39 entry = 10.9;
40 } else {

41 entry = -1.8;
42 }

44 res = asin(entry);
45 return res;

45 }

347

348-double corrected_floatstdlib(int checkval)
349 double res;

350 double entry;
351 if (checkval > 2) {
352 entry = 1.0;
353 } else {
354 entry = -1.9;
355 }
356
<
¥ Result Details & ==
kg [ ] variable trace numerical.c

# Result Review

Standard function ‘asin' may be called with an invalid argument.
Argument may be outside expected range [-1.0 .. 1.0].

Event File

) @l Assignment to local variable 'entry'

2 Entering function ‘asin’ numerical.c &

131 © Invalid use of standard library floating point routine numerical.c

/* Defect: Argument shoul

OlInvalid use of standard library floating point routine (Impact: H [

numerical.c Eji

\_

Visual Studio

~

IDE, Editor

Visual Studio Code

J

& eclipse

{

i Problems

Family
lo

o
[e]
o
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%}ﬁﬂj Devops * polyspace-configure -allow-butild-error -allow-overwrite -module -output-options-path options path make -B

lude/ src/1d1l_options.proto

© v/ roryspAcE

© git

\

( Source Control \

O

GitHub

J

-DBTHREAD_USE_FAST_PTHREAD_MUTEX -D__const__= -D_GNU_SOURCE -DUSE_SYMBOLIZE -DNO_TCMALLOC -D__STDC_FORMAT_MACROS -D
B5\|2022-04-27T10:25:52+08:00\" -02 -pipe -Wall -W -fPIC -fstrict-aliasing -Wno-invalid-offsetof -Wno-unused-paramete
.cpp -0 src/mcpack2pb/generator.o

y/esp_authenticator.o src/brpc/policy/file_naming_service.o src/brpc/policy/hasher.o src/brpc/policy/consul_naming_service.o src/}
c/brpc/policy/redis_protocol.o src/brpc/policy/ubrpc2pb _proteocol.o src/brpc/policy/auto_concurrency_limiter.o -Xlinker "-)" -1gfl{
t

> Copying to output/include

> Copying to output/lib
> Copying to output/bin
polyspace-configure: 416s: WARNING: Compilation units detected during your build in module libbrpc_a use different languages.
polyspace-configure: 416s: WARNING: Compilation units detected during your build in module Llibbrpc_so use different languages.

" Create project using build information >

Create project using build information

Project has been successfully generated, please click on finish for opening the project in Polys...

Build command

Specify command used for building your source files

C:\ti\ccs901\ces\eclipselcostudio. exe 1 1
Specify working directory for running build command
C:\Users\lehuahu\AppData\Local\Temp'Polyspace\build\FromBuildCmdDemo 1 1
Add advanced configure options

[') Run & Stop

Command output

2020-05-23 14:43:47.644:INFO:0ejs.Server:Worker-13: Workbench early startup: Started @2 *

CCS HTTP adapter started! [ccs.port:9893] - Open 'localhost:9893/ide’ in web browser to see

polyspace-configure: 117s: WARNING: Keeping potentially big build trace, remember to delete
polyspace-configure: 117s: WARNING: Keeping potentially big cache directory, remember to de
polyspace-configure: 0s: WARNING: Build command ignored (build deactivated)

polyspace-configure: 13s: INFO: Created project file C:\polyspace_workspace\FromBuildCmdD

| g s i gl et i w ] THeme LATADBITEL s W m mrmirm ey vt il bim il d Frrm e pmrmpmm o g b i om0
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Pipeline script
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&

CEE 2
; Ly i
- (5] sh label: "Cleanup"”, script: "make clean”
; 61 sh label: "Polyspace configure", script: "$configure -allow-build-error -allow-overwrite -lang
: 62 }
: 63 stage ("Analyze")
i 64 = {
! 65 sh label: "Polyspace analysis",
i 66 script: "Sanalyze -cptions-file ${PROG}.opts -misra3 all -code-metrics -results-dir $RESULT
P67 }
- bE
i 69 ff remove this paragraph if you do not use Polyspace Access
lat £
BERLE
Upload . .
Pol | E |
Prepare  Checkout  Build olyspace to Quality -matt
Analysis Gate Notification
Access
Average stage times: 374ms 2s 9s 12s 4s 8s 875ms
{Awerage full run time: ~40s) ' - - p— - -
. Sept3 | MO 323ms 2s 10s 13s 4s 8s 1s
" ’ 1535 |
¥ POLYSPACE
( CI/CD \ Sep 10 ,,hrjlim 303ms 1s Os 11s 5s 8s 1s
. . 2308 |
WP Azure Pipelines @& Travis C
_’;5 - . . #33
Jenklns 9 CIrCIec' Sep 10 %;ﬂlim 471ms 3s 10s 15s 4s 8s 1s
w52 |
¢ Bamboo

- J
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Remaining Findings Code Metrics e Cuality Objectives

s FEmaining 88 3 Sub-project(s) a

e Mew Ramaining T | Fila(g) 5] D

Azsigned To Me Remainin 0 i B(8)
A4 Assigned To Me Remaining 8] Uneis) 479 T =
& Unassgned Remaining 98 e Cyclomatic complexity g
Remaining 24

Ml Run-time Chack o= REmaining 30 [ Coding Rules = Remaning 60

® Rad
Salectivity [ ] GTEFQE' Dansity ® To Do =]
iR, & Gray 148 Dione 4
® Graen
= Trends
Number of remaining findings over time
150
100
50q
0 1 1 1 ! | ]
12772017 12712017 12772017 2772017 112712017
5:24:30 5:25:00 52530 5:26:00 5:26:30
Cl/CD
L
Jenkins

Result Details
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Status I: Unreviewed

Severity | Unset

Assigned to ‘ Type usemarme or...

Track issue Create ficket

"W lssue Tracker - Google Chrome — (m]

i@ ah-access-ipolyspace:9443/issuetracker/ui/issues/create/form/ZinitialValues =%7B descripti.. &

Create Issue
An asterisk (%) indicates a required field.

Summary”

Possibly uniniended evaluation of expression because of
Type*

Bug v
Component”

Fersonal h

SubComponent

Linknown -

Problem

Found in

imathworks/ GME/deval'sandbox'cpraveMatrics
results/Bug_Finder_Examgple-
Trenda/sourcesiprogramming.c

Go o Polyspace finding here; hitps-iah-access

ipolyspace 2443 metrics/index. himl? =

W POLYSPACE
( Bug Tracking \
T Jira

39%

selrctuiry

*%
s B
REDMINE

arkme
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8 jenkins / ScriptedPipeline_Examp X =+

&< C demo-polyspace-ci.gnb.mathworks.com @ »
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Branch: — @ <1s No changes
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! Queued Waiting for run to start
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"ScriptedPipeline_Example" #52
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Dockerfile

Ry

Contents History Compare Blame Press Fl1|tu exit full screen

1 # Copyright 2019 - 2021 The Mathliorks, Inc.

2

3 # To specify which MATLAB relsase to install in the container, edit the valus of the MATLAB_RELEASE argument.
4 # Use lower case to specify the release, for example: ARG MATLAB_RELEASE=r2028a

#ARG MATLAB_RELEASE=r2621b

ARG MATLAB_RELEASE

# When you start the build stage, this Dockerfile by defsult uses the Ubuntu-based matlab-deps image.
# To check the available matlab-deps images, see: https://hub.docker.com/r/mathworks/matlab-deps
1@ FROM mathworks/matlab-deps:S{MATLAB_RELEASE}

12 # Declare the global argument to use at the current build stage
13 ARG MATLAB_RELEASE

15 # Instsll mpm dependencies
16 RUN export DEBIAN_FRONTEND=noninteractive &% apt-get update 8% \

17 apt-get install --no-install-recommends --yes \

18 wget 4 I
19 unzip

20 ca-certificates &g \

21 apt-get clean 82 apt-get autoremove

22

23 # Run mpm to install MATLAB in the target location and delete the mpm installation afterwards
24 RUN wget -g hitps://www.mathworks.com/mpn/glnxas4/mpm 8& \

25 chmod +x mpm &% \

2 _/mpm install \

27 --release=${MATLAB_RELEASE} \

28 --destination=/opt/matlab \

29 --products MATLAB Simulink Stateflow Simulink_Requirements MATLAB_Coder Simulink_Coder Embedded Coder Simulink_Check Simulink_Test Simulink_Coverage Simulink_Design_Verifier 8& \
30 ™M -f mpm /tmp/mathuorks_root.log && \

31 In -s fopt/matlab/bin/matlab /fusr/local/bin/matlab

32

33 # Add "matlab" user and grant sudo permission.
34 RUN adduser --shell fbin/bash --disabled-password --gecos " matlab && %

35 echo "matlsb ALL=(ALL) NOPASSWD: ALL™ > /etc/sudoers.d/mstlab && \
36 chmod 8448 /etc/sudoers.d/matlab
37

38 # One of the following 2 ways of configuring the license server to use must be
3% # uncommented.

41 ARG LICENSE_SERVER
42 # Specify the host and port of the machine that serves the network licenses
43 # if you want to bind in the license info as an environment variable. This
44 # is the preferred option for licensing. It is either possible to build with
45 # something like --build-arg LICENSE_SERVER=27000@MyServerName, alternatively
46 # you could specify the license server directly using

47 ENV MLM_LICENSE_FILE=27000@netlm-server.internal.cloudapp.net

48 4EWV MLM_LICENSE_FILE=SLICENSE_SERVER

5@ # Alternstively you can put & license file into the container.
51 # You should ill this file out with the details of the license
52 # server you want to use and uncomment the following line.

53 # COPY network.lic /opt/matlab/licenses/

55 # Set user and work directory
56 USER matlab

57 WORKDIR /nome/matlat

58 ENTRYPOINT [*matlab"]

59 €MD [*"]
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Maturity Description of static analysis

Level 0 No analysis performed 24 SAFE' scALED AGILE
. https://www.scaledagileframework.com/acceleratin
Level 1 AnaIyS|S once per re|ease -flow-with-devsecops-and-the-software-factory/
Level 2 Analysis multiple times per release, critical issues added to backlog
Level 3 Fully automated & frequent analysis, all critical issues resolved
Level 4 New issues break the build, critical and high issues resolved, IDE-plugins are used
Cl pipeline Process Pre-commit checks
SIMULATION TEST RESULT ANALYSIS PROJECT SHORTCUTS
| | . a , SR == Model Test Status
e * run_all
i
f \ l 759 ] run_checks
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| i I }{2 | i High Integrity -
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39


https://www.scaledagileframework.com/accelerating-flow-with-devsecops-and-the-software-factory/
https://www.scaledagileframework.com/accelerating-flow-with-devsecops-and-the-software-factory/

MathWorks AUTOMOTIVE CONFERENCE 2022

R3340 EELE — FIFMathWorks#ICIFIDevOps &R |1 |
1 \
- RSBt IEEMCIRRE Devlosing AUTOSAR o S
_ ¥MBDSCIRZ, MASBRGZHMAGER . .

- RERERR, BEMAFRERIENFLERE

- ARG, ERERE

— AMXEHUMINER &ML EHITRRN

- FRRIERERIN

ﬁﬁplll_i,l-| |

41



MathWorks AUTOMOTIVE CONFERENCE 2022

2 o [o]m

Throughput Stability

Lead Time For | Deployment Change Mean Time to

- BET1EEE T FIPolyspacei N CIFIDevOps [ =™ change | frequency | Falure Rate | Recovery

Cl/CD pipelines X X X X
= C L IJ y | @ =y toolchain upgrades X X X
N XA & 3R BRI Bk Ax Z
}:z X A L-l:;: =4 E l:’E system architecture X X
cache files on ClI X X

- A= LAZECIH, LUieSMBDHR A

- PRFFERZ LR CIRIZ R (£ SE B,

42



R RV BR T !




