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methodpark

Certificate

of Achievement

KOSTAL (Shanghai) Management Co., Ltd.
Shanghai, China

Project ESCL

Achieved at least

Automotive SPICE® Capability Level 1

For
Each process of “"HIS Scope”

April 22, 2015

Standard: ISO/IEC 15504-2:2003 Information Technology - Process
PAM  : Automotive SPICE® Process Assessment Model v2.5

- Performing an assessment

Prof. Dr. Bernd Hindel

intacs™ Principal Assessor Automotive SPICE®,
intacs-4961-0600-11509-04

Method Park Consulting GmbH, Erlangen, Germany

methodpark

Certificate

of Achievement

KOSTAL (Shanghai) Management Co., Ltd.
Shanghai, China

Projects
GWM Light Control Module
SGM K256 ESCL Electronic Steering Column Lock
Achieved at least
Automotive SPICE® Capability Level 2

For
Each process of “"HIS Scope”
July 29, 2016

Standord: [SO/IEC 15504-2: 2003 Information Technology ~ Frocess assessment - Ferforming an assessment
PAM i Automotive SPICE® Process Assessmant Medel v2. 5

V% Mot

Prof, Dr, Bernd Hinde!

Intacs™ Princpal Assessor Automattve SPICEY,
PABCS-4961-0600-11509-04

Nethod Fark Consulting Genbi, Ertangen, Germaery

PROCESS

— FELLOWS —

Certification of Achievement

The project "Volve POT"

has achieved
Automotive SPICE® Capability Level 3
for the following processes

MAN Project Management
SUP.1 Quality Assurance
SUP.8 Configuration Management
SUP.3 Problem R jon Manag
SUP.10 Change Request Management
SYS.1 Requirement Elicitation
SYS.2 System Requirements Analysis
SYS.3 Systern Architectural Design
SYS.4 System Integration and Integration Test
SYS.5 System Qualification Test
SWE1 Software Requirerments Analysis
SWE 2 Software Architectural Design
SWE.3 Software Detailed Design and Unit Construction
SWE.4 Software Unit Verification
SWES Sof gration and Integration Test
SWE.S Software Qualification Testing
SPL2 Product Release

st
Kostal (Shanghai) Management Co., Ltd

4 &
Dr, Holger Hahn
Lead Assessor
intacs-DE21-1991-11622-03
Assessment Dates June 16, 2021 to August §, 2021 Azzessment Purpose: Process-refated product nsk
Process Azsessment Modek Automotive SPICE® V3.1 Azgessment Clazs: 3, Category of Independence: B
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Integrated Automotive SPICE® 3.1 and

Automotive SPICE® for Cybersecurity Process Reference Model

Acquisition Process
Group (ACQ)
ACQ,

Supplier Request and

ACQ.3

Contract Agreement

SYS.1

Requirements Elictation

System Engineering Process Group (SYS)

SYS.5
System Qualification Test

YS.4
System Integration and
tegration Test

ACQ.11

Technical Requirements

ACQ.12
Legal and Administrative
Reguirements

ACQ.13

Froject Requitemenls

ACQ.14
Request for Proposals

ACQ.15

Suppiier Qualification

Supply Process Group
(SPL)

3 -

Cybersecurity

Software Detailed Design
and Unit Construction

Requlrements Elici talon

SEC.2
Cybersecurity

impiementation

Software lmq-muon and
Integration Test

Cybersecurity Engineering Process Group (SEC)

Management Process
Group (MAN)

MAN.5
Risk Management

MAN.6
Measurement

MAN.7
Cybersecurity Risk
Management

SEC.4
Risk Treatment Validation

SEC.3
Isk Treatment Verification|

SPL.1
Supplier Tendering

SPL2
Product Release

Reuse Process Group
(REV)

REU.2
Reuse Program
Management

Process Improvement

SuUP.1
I Quality Assurance |
Configuration
danage ment

Process Group (PIM)
Supporting Process Group (SUP)
SUP.2 SUP.4 SUP.7 PIM.3
Verification Joint Review Documentation Pracess Improvement
SuUpP.9 SUP.10
Problem Resolution Change Requast

I Primary Life Cycle Processes I

intacs™ - News for the assessor training <

[

Organizational Life Cycle Processes

I Supporting Life Cycle Processes

Source: VDA QMC Automotive
SPICE® for Cybersecurity

VDA Scope

Cybersecurity
Scope

intacs.infoulil

riteraatonal Assesser Certificaion Scheme™
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1, Vocabulary

2, Management of functional safety

2-5 Owerall safety management

2-7 Safety management regarding production,

2-6 Project dependent safety management operation, service and decommissioning

3. Concept phase

4, Product development at the system level Production, operation,

3«5 Item definition

3-6 Hazard analysis and risk
assessment

3-7 Functional safety concept

12, Adaptation of IS0 26262
for motorcycles

12-5 General toples for adaptation
for motorcycles

12-6 Safety culture

ent at the system level

service and

4=7 System and item integ
decommissioning

and testing

7-5 Planning for production,
operation, service and
decommissioning

4-8 Safety valldation

7-6 Producton

7-7 Operatlon, service and
decommlssioning

12-7 Confirmation measures

12-8 Hazard analysis and risk

assessment

12-9 Vehicle integration and
testing

12-10 Safety validation

verification

8. Supporting processes

8-5 Interfaces within distributed developments

B8=9 Verification 8-14 Proven in use argument

8-6 Specification and management of safety
requirements

8=10 Documentation management 8-15 Interfacing an application that s out of scope

B=11 Confidence in the use of software tools of 150 26262

8=7 Configuration management

8=12 Qualification of software components 8-16 Integration of safety-related systems not

8-8 Change management

8-13 Evaluation of hardware elements developed according to IS0 26262

9, Automotive safety integrity level (ASIL)-orlented and safety-oriented analyses

9-5 Requirements decomposttlon with respect to ASIL talloring

9-7 Analysls of dependent fallures

9-6 Criteria for coexistence of elements

9-8 Safety analyses

10. Guidelines on 150 26262

11. Guidelines on application of ISO 26262 to semiconductors

Management Process:
2
Deve lopment Process:

System:
4-5, 4-71[RASPiCE

4-6, 4-8HEHBER,

Hardware:

T EEFEASPiCE

9-5, 5-7, 5-8, 5-10[RJASPiCE

5-6, -9 HER,

Software:

TS REIASPICE

6-5, 6-7, 6-8, 6-9, 6-10, 6-11[®EASPiCE
6-6 R TR, TEEERASPICE

Supporting:

8-5, 8-6, 8-7,8-8, 8-9, 8-10&EA[R]ASPiCE

8-11, 8-12, 8-13,8-14, 8-15, 8-164E N
BEEIZKAE, FTEMHTIE,
9-5, 9-6, 9-7, 9-853 2 E 2 RIASPi CE

Technical Design:

3%, 4-6,4-8,5-6,5-9,6-6, 9FEM
ERF it HER A RMRIRIT

FRGIEM
& {2240
A L
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4. General considerations

5, Organizational cybersecurity management
5.1 54.2 543 544 545 546 5.4.7
Cybersecurily Cybersecurity [nformation Management Tool Information Organizational
pOvernance culture sharing syslems management security cybersecurity
management audit
6, Project dependent cybersecurlty management
641 64,2 6,043 644 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurlty Talloring Reuse Component Off=the=shelf | |Cybersecurity| |Cybersecurity Release for
responsibl- planning out-of-context component case assessment post-
lities development
7. Distributed cybersecurity activities
74,1 74,2 74,3
Suppller capability Request for quotation Alignment of responsibilities
8, Contlnual cybersecurlty actlvitles
8.3 8.4 85 8.6
Cybersecurity Cybersecurity Vulnerabllity Vulnerability
monitaring event evaluatlon analysis management
Concept phase Product development phase Post-development phases
9, Concepl 10, Product development 12, Production
9.3 1041 13. Operations and maintenance
Item definition Design
13.3 13.4
9.4 10.4.2 Cybersecurity Dpdates
Cybersecurity goals Integration and verification incident response
- 9'.5 o 11, 14. End of cybersecurity
Cybersecurity concept Cybersecurity validation support and decomissioning
15, Threat analysis and risk assessment methods
15.3 154 15.5 15.6 15.7 15.8 159
Assel Threat scenario Impact Attack path Attack feasihility Risk value Risk treatment
identification identification rating analysis rating determination decision

Organization and ISMS/CSMS

5,7,8(IT&RD), 12
Management Process:
6
Development Process:
9,10, 12
Technical Design:
9,10, 15
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Project Management

Functional Safety Management

Cyber Security Management

Archilecturs

Deugs l’:‘:{l?i' - Verification & Testieg g
=
@
a
: \
o
c
o Software
-y Construction | UnitTest
g
8 PCB Design

Requirements Management

TestManagement —

Management

I management [ ] Engineering W Supporting
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Product Development

General

g Project Management Requirernents Management
a Functional Safety Management g Cyber Security Management
Test Management @‘ Agile Product Development

@‘- Concept Engineering “ Systems Engineering -
J¥  Mechanical Engineering - €) Hardware Engineering

101

oro Software Engineering

Quality Assurance
DFMEA

Configuration Management

Lessons Learned
Training

Study Project
Resource Management

Management of Referenced Documents

Support
Bl Development Supplier Management
Bl Issue Management @

m)

Bl Process Management 5
Bl Simulation
g\ Qualification of Raw and Auxiliary Material
5:“ Cyber Security Monitoring E
B

V3.9

82 Ruoles

Documents

E] Reporting

@ ProKOSTAL/ Milestones

Compliance

Help
My Projects

FAQs / Use Cases

Training Stages

o+« e 0

Wiki
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Internai Functions

X _Fanction
Sysom Senvices (Syssen)

X Funczion
CAN X (CANx Func]

X_Funcion
Communication Services ComSesv]

O_Funcian
Dtz Management {DataManl

X Function
Voitage Mansgement (VoltMan]

L& Function
Kot (Kostsa)

X _Function
Sequrity (Secfunc)

Deveiopment process
¥ non function tem

Customer Functions

Customer Diagnost o 2ndF s ing
Customes Diagnastcs andFis hing

Functional View Legend
[ customes Funcion

[[] tatesmat runcrion

[[] Property

@ ocvssopment Process

System
Structure [BDD]

LK_Component
HWCPCB

LK_Component
HWC Connector

LK_Component
- Safery MHAWESBC_WithCAN
- s6_01

HWC MotorSupplyrMan

B8 Motorsupply:

LK_Component
| cafer WG HUSiENal_Spindle_R
- 5G_01

LK_Component
HWC HallSignal_SunCurtain

LK_Component
. Safery WWEHaUSignal_Spindle L
- s6_01

®

LK_Component
HWC IN_Switches

LK_Component
HWC Stuffed_PCB

LK_Component

HWCuC @
- SG_01 QE Software :

Software

LK_Component
- Safzry MezHWE GateDriver
- sG_o1

>

LK_Component
- Safety MEWOQUT_Spindle Drv
- $G_01

LK_Component
HWC SpindleDrv_Temp

LK_Component
HWC OUT_PCU Drv

LK_Component
HWC OUT_LdCover/Sunbld Drv
EE LoadCover/SunCurtain :
ToadCover/SunCurtain

LK_Component
) HWC Buzzerint
LK_Component

| HWC BuzzerExt_Drv
LK_Component

>— HWC Reserved_Input
& LK_Compeonent

HWC Reserved_OutDrv

Physical View Legend

[ swe

= Anzlog
— Digital
—— Load
— Communication
— Supply
= Ground
— Touching

SW Signal
— Acoustic
= Magnetic
= Temperature
— Humidity
—— Dust
— Vibration
— EMC
= Other
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Functional Safety Legend

ASILA

ASIL AR)

ASIL AB)

ASIL A(C)

ASIL AD)

ASILB

ASIL B(B)

ASIL B(C)

ASIL B(D)

ASILC

ASIL C(C)

ASIL C(D)

ASILD

ASIL D{D)

000000000000

Safety Goals

Safety Measure
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Goals . Security Assets } _

Define .
) | Security Goals
m Security Objectives

\ J
' ™

Threat Attacker Model .

Modeling Technical Attack Trees v

»

\ J
’ Risk Elapsed Time :

Assessment Expertise P = Safety Damage

Knowledge of Target Attack Potential Risk Value P{?tr;]l?tgi]; Operational Damage
Access Financial Damage

L Equipment )
y ™

Risk

Handling Risk = Y

Handling \ Remaining Risks )

L J
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[tem definition
Hazard analysis and risk assessment
Functional safety concept

Requirement for quotation
Preliminary functional architecture
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Generalisation

e.g. overall

vehicle
Detailed
specification
e.g. wheel
module

rough dimensioning (overall vehicle)

.
' v
i '
. V
. '
3 '
'

function model

(overall vehicle) over the
] : system
structure
from the
function model
; : system

detailed function
model

structure

structure

Abstraction

Concretization

The design space constists of 3

dimensions:

= from abstract towards concrete

= from general towards detailed

= trough the aspects (e.g. function,
structure, behaviour, shape etc.)

behaviour

towards the
building
structure

building structure

shape

&
Rk
‘??Q

all these dimensions are
important for systems
engineering as well as for
functional safety
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(Simulink Test, Simulink Requirements, Simulink Coverage) (Simulink Test)
--------------------------------------------------- I e e e O R I RIS, '
i é E SIL &ck-ﬁo::oﬁ Testing i E
\ ) - . 1 :\ - B JA.P . - H
BT | ik T Satiak Red b e S Conet | ;
- I'%f;‘:t:bl\ Bﬂﬁ%
HiL Embedded Software Testing
. EF3R e L T et U SU
& Xia Syst : State Code Analysss é
Require : (Polyspace)
......... . et et it St et bt O e (™ ‘
K EaER ,' Sotware i sotware i i iphmeatston | 5 Oemeraied _ Integrated Embedded ECU
Requirements : P Achtecure (% Model % CicesCode | "] CiCesCode Software
. %&Hg - S S  V— . waed’. o s s’ Knwontwronstonmmes i
=]
- KEmR Comimenen
: Static Code Analysin ’
Note 1: ' o '
Note 2: Design Handwritten
Specification C/C++ code
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