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Motivation

Most controls applications are a combination of
model-based generated code and hand code

How do | efficiently test this mix of hand code
and generated code?

MathWorks has tools for testing models and
tools for testing code

Is there a workflow for me to use these tools in
a complementary, optimum way?
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Agenda

Static analysis of the model and code before functional
testing

Dynamic, functional testing of the model, s-function
and generated code

Static analysis of the integrated code:
hand code, s-function code and generated code

A unified, complementary model and code verification
workflow to continually increase design confidence

@\ MathWorks



<\ MathWorks:

Case Study: Cruise Control Application

Objective: set cruise control target speed and pedal position
based on driver & vehicle inputs

Cruise Control Application (C code)

Hand code components

Model-based Stateflow component

Model-based S-function component




Case Study: Cruise Control Architecture
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Case Study: Roles & Workflow

= MBD Controls Guy: Chuck

— Develops modules using Simulink models

— Integrates C code with models via s-functions
— Generates the code

— Relies on model-based testing methods

= Integration & Build Guy: Anthony
— Develop C code modules by hand
— Integrates hand code and generated code
— Creates the ECU build
— Relies on the HiL bench for testing
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Case Study: Deliver First Production Release to Customer

To deliver our first production release we will need the following new features/changes:

Move signals/cals from floats to integers in Target Speed Module

Include customer lookup table code in Pedal Command to support calibration

Demonstrate generated code is MISRA compliant

Remove unused fault record

Migrate the code to run on customer’s ECU (14-bit to 12-bit ADC)

In addition to the changes we will need to provide functional test results for the model-
based modules and the integrated code.
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Model-based Design Tasks

First let’s focus on the model-based design tasks and what checks are
available:

" Convert signals/cals from floats to integers in Target Speed Module

" Include the customer lookup table in the Pedal Cmd to support calibration

" Demonstrate generated code is MISRA compliant

Our approach will be to do checks before functional testing,

early in the development to minimize re-work.
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Floats to Integers: Checking the Model [ Target Speed ]
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Command Window

( debug>> incdec \
incdec =
1
debug>> holdrate
holdrate =
__* y
f’Edebug}} class (incdec) ‘\
ans =
uint8
debug>> class (holdrate)
ans =
kuintﬁ )
( N\
debug>> incdec/holdrate*l0
ans =
\, 0 J
’

ans =
2

\.

~\
debug>> 1l0*incdec/holdrate

J

Jx debug>>

<\ MathWorks-

Root Cause Analysis/Fix of Dead Logic

en engaged = true Cond|t|on can never be false
Accel \

tspeed= tspeed + incdec; [after(incdec/holdrate..

’ ' *10,tick)]
1 1——={)

Dead logic due to “uint8” operation on incdec/holdrate*10

Fix change the order of operation 10*incdec/holdrate

11
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Model-based Design Tasks

First let’s focus on the model-based design tasks and what checks are
available:

" Convert signals/cals from floats to integers in Target Speed Module

" Include the customer lookup table in the Pedal Cmd to support calibration

" Demonstrate generated code is MISRA compliant

Our approach will be to do checks before functional testing,

early in the development to minimize re-work
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for Runtime

Errors

_‘ MathWorks:

Control Module

Customer Lookup Table: Checking the S-Function Code [pedalc;ommand

J

Source

| Lookup1D_C.c x|

y = Y[0];
¥

elzse

1D_Cltd  Simulink Code Inspector. ..
ey . Vefcaton Wiards 4

_ IRy

15peed +
m Ot
- > .I
- \
Spaed;, €700 TookepTtd R
|
© - vD
Eemage EPecaros
. -f PecalPosRiaw "
PedaPosRaw
single y1 = Lookup1D_C{int8 u.int p1[].single p2[])
In1 Out1
f PedalCmdLookup, C
nalyss | Code Took Hep
L] e~
Dl § |7 A ffoms 149
PG Lol ‘
External Mode Control Panel

index++;

Result Details

I” Variable trace

= Result Relview

Severity | ~| |Enter comment here...

Status | ~]

! Pointer access out of bounds (Impact: High) &
Attempt to dereference pointer at index 11.
Valid range: [0 .. 10]

Event File Scope Line

|:| Pointer access out of bounds LookuplD_C.c LookuplD_C() 27
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Control Module

Root Cause Analysis/Fix of S-Function Run-time Errors [pedalc()mmand]

1

25 /* Definition for custom storage class: Glcbal */
26 TrealBE_T PedalCmdy¥[11] = { 0. (=05 1 Aw 1 E= 2 Nw 3 B
27 2.0H 2 float LookuplD C(char u, char const X[], flcat const ¥Y[])
28  int8 T| speedbDelx[111]|= { -5, -+0 &{
29 _ 11 float Vi = 0.0f;
12 unsigned char index = 0;

54 * S5-Function (PedalCmdLookujs float temp = 0.0f;
55 *  Sum: '<Root>/Sum’ 14
- e */ 15 unsigned char|mySize = 11;
o7 EH if (engaged) {
58 PedalPos = LookuplD C( (int8 T)rtk Sum, [intB_T*][EhSpeedDelK[D]]],
59 (real32 T*) (&(PedalCmd¥Y[U])));
v I oelse | 26 while ((u >=[X[index])) && (index [< mySize)))
6l PedzlPos = PedzalPosBaw;

27 = {
62 1} : :

28| 1Tndas44 -

25 | else
Code covered by analysis

{

while((u >= X[index]) && (index < |(mySize=1)))

{

index++;

}

if (index > 0)

14
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Model-based Design Tasks

First let’s focus on the model-based design tasks and what checks are
available:

" Convert signals/cals from floats to integers in Target Speed Module

" Include the customer lookup table in the Pedal Cmd to support calibration

" Demonstrate generated code is MISRA compliant

Our approach will be to do checks before functional testing,

early in the development to minimize re-work

15



@ Model Advisor - CruiseControl_PS
File Edit Run Settings Highlighting Help

2| D [ 2 | = | Fnc:| MESES

|
‘4

= Model Advisor
# EI {7 By Product
=) i__) By Task
@ M | Code Generation Efficiency
O () pata Transfer Efficiency
O Frequency Response Estimation
M ) Managing Data Store Memory Blocks
M () Managing Library Links And Variants
[ |.5) Migrating to Simplified Initialization mode
-M ) Model Metrics
-] | Model Referencing
@ ‘Modeling Guidelines for MISRA C:2012
f __| Check configuration parameters for MISRA C:2012
.| Check for blocks not recommended for MISRA C:2012
-] || Check for unsupported block names
__| Check usage of Assignment blocks
: __| ~Check for bitwise operations on signed integers
P | ~Check for recursive function calls
| ~Check for equality and inequality operations on floating-point values

¥

__| ~Check for switch case expressions without a default case /
] | ) Modeling Physical Systems

iiiiiicdl TP G e ) PSP

Modeling Guidelines for MISRA C:2012

Model Advisor l
— Analysis

Modeling Guidelines for MISRA C:20124

/
¢

I~ Show report after run

—Report

Report: Generate Report... | J

Date/Time:  Not Applicable

Summary: (@ Pass: 0 @
~Tips é

To process all enabled items in this folf\
Right-click to select or deselect all items i
To automatically display the report after

To display the last report generated, cli(

e Sl itagins. iy

<\ MathWorks-

Control Module

Checking Model for MISRA compliance with Model Advisor [ Uahhcha

J
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Checking Model for MISRA compliance with Model AdViSOr | contel vodule

@ Model Advisor - CruiseControl PS

File Edit Run Settings Highlighting Help i
||l S & | o] dew| ?
| ! e '
Ty —|  Check configuration parameters for MISRA C:2012 '
@ 0 £ sy Product = Run This Check E5Y
=B L sy Task —_— A
i+ ) Code Generation Efficiency Resuit: & Warning (
@ O 4 Data Transfer Efficiency ;
@ [ ) Frequency Response Estimation Identify configuration parameters that might impact MISRA C:2012 compliant code generation.
# ) Managing Data Store Memory Blocks I
# M ) Managing Library Links And Variants Warning
& O () Migrating to Simplified Initialization mode The model configuration parameters are not set to the recommended values specified in the data file.
& M ) Model Metrics
# M ) Model Referencing | Status | Parameter Current Value | Recommended Values :
= M h.a Modeling Guidelines for MISRA C:2012 Waming Model Verification block enabling UseLocalSettings DisableAll '
Check configuration parameters for MISRA C;:2012 ssertControl
Check for blocks not recommended for MISRA C:2012 D- Shared code placement Auto Shared location ’
Check for unsupported block names Waming (UtilitvFuncGeneration) )
Check usage _°f Aﬁig"merft blocks Waming GenerateSharedConstants Prereguisite off
~Check for bitwise operations on signed integers cootiaintnct s
~Check for recursive function calls . 2
~Check for equality and inequality operations on floating-point values ﬂ ' I
“~Check for switch case expressions without a default case , - J
4 E £ Modeling Physical Systems i [Action %
ii_" ) Modeling Signals and Parameters using Buses Modify the configuration parameters listed above to the recommended values. 0
@ O 3 Modeling Single-Precision Systems f
@ E ) Modeling Standards for DO-178C/D0-331 Modify All l ‘ ’
LI



Checking Model for MISRA compliance with Model Advisor [Cﬂfﬁiﬁfﬁ,‘fﬁ‘ie

@ Model Advisor - CruiseControl_PS
File Edit Run Settings Highlighting Help

<\ MathWorks-

—

2| [> | Lo 3¢ | = | Fne:]| REC

= Model Advisor
@0 3 By Product
8 ) By Task
@ M ) Code Generation Efficiency
@ O ) pata Transfer Efficiency
#- [ () Frequency Response Estimation
o I.) Managing Data Store Memory Blocks
i+ |.7) Managing Library Links And Variants
Y @ [J | Migrating to Simplified Initialization mode
o ) Model Metrics
& I.) Model Referencing
= M & Modeling Guidelines for MISRA C:2012
¥ @ [Check configuration parameters for MISRA C:2012
M €@ Check for blocks not recommended for MISRA C:2012
(] O Check for unsupported block names
@ Check usage of Assignment blocks
~ Q “Check for bitwise operations on signed integers
@ ~Check for recursive function calls

~ 0 “Check for switch case expressions without a default case
® | Modeling Physical Systems

Check configuration parameters for MISRA C:2012

RunThisCheckI

Result: QPassed

P T e N

Identify configuration parameters that might impact MISRA C:2012 compliant code generation ,

Passed
All constramts on model configuration parameters have been met, -}

Curreat | Recommended Values

Model Verification block enabling DisableAll DisableAll
(AssertControf)
D- Shared code placement Shared Shared location

Pass (UthtvFuncGeneration) location

) 0 ~Check for equality and inequality operations on floating-point values

Pass  Generate shared constants off off

“Action

e e A ol ' &S &

)\I
o
k_ (CranarstaShora Al cnctante) )
T l /

T e gt ' Salobove i peds s cancaed

Checks model design and code configuration settings

Increases likelihood of generating MISRA C:2012 compliant code

18



Configuring Polyspace from the Model

Code Tools Help

. -
C/C++ Code H - I2
HDL Code *
PLC Code *
Data Objects :

External Mode Control Panel

Simulink Code Inspector...
Verification Wizards 4

Verify Code Generated for
Annotate Selected Block

Options...

Remove Options from Curl

Open Resulis
Open Job Monitor
Open Metrics

Help

4\ MathWorks:

[

Target Speed
Control Module

J

€& Configuration Parameters: CruiseControl_PS/ModelReferencingVisual (Active)

% Commonly Used Parameters

Select:

- Solver

Data Import/Export

- Optimization
- Diagnostics
- Hardware Implementation

Model Referencing

- Simulation Target
- Code Generation
- Diesign Verifier

= All Parameters |

—Polyspace options (for Embedded Coder generated code)

=1of x|

i

—Polyspace

Product mode: IBug Finder

Settings from: Iiject configuration and MISRA AC AGC checking

™ Use custom project file |

Project configuration; Configure |

™ Enable additional file list Select files

—Data Range Management

Input: IUse specified minimum and maximum values

Tunable parameters: IUse calibration data

—Model reference

Maodel reference verification depth: |Current model only

™| Model by model verification

~Output

Output folder: |resu|ts_$MDdeIName$

™ Make output folder name unique by adding a suffix
|

OK | Cancel

Help

Apply |
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Launching Polyspace from the Model [ Target Speed ]

Control Module

_Iolx]
File Edit Tools Window Help

= Target & Compiler Coding Rules & Code Metrics
~~Macros
- Environment Settings
~Inputs & Stubbing Coding Rules =
~Multitasking
— Check MISRA C:2004 Irequired—rules v | Edit
~Bug Finder Analysis v Check MISRA AC AG( |[o]z]EFgT][= Edit

~Main Generator  Check MISRA C:2012| (EEIIES v || Edit

o Configuration Parameters: CruiseControl_PS/ModelReferencingVisual (Active)

=10] |
¥ Open results automatically after verification d
~Configuration checking
Check configuration before verification: IOn (proceed with warnings) j Check configuration |
N |
Run verification |
J OK Cancel Help Apply

20



Review Bug Finder MISRA results

_‘ MathWorks:

Target Speed
Control Module

J

Polyspace Bug Finder - CruiseControl_PS C:\Demo\VnV\VnV_Wkshp\Work\results_CruiseControl PS\CruiseControl PS Z |E

File Reporting Metrics Tools Window Help
[>Run B Stop I O}

5 Results Summary

1EA S IA" results Vl "¥New <@ & & Showing 18/18
Family |7| Information || File Li| ce

= MISRA AGC 18

&1 Environment 4
=8 Declarations and definitions 14

=8. eclarations and definitions of objects or functions a

¥ Category: Obligatory CruiseControl_PS.c
¥ Category: Obligatory CruiseControl_PS.c
Tl Category: Obligatory CruiseControl_PS.c

Category: Obligatory ICruiseControl_PS.c

¥ " Category: Obligatory CruiseControl_PS.c
~% *  (Category: Obligatory CruiseControl_PS.c
¥ * Category: Obligatory CruiseControl_PS.c
¥ *  Category: Obligatory CruiseControl_PS.c
% *  (Category: Obligatory CruiseControl_PS.c
~+¥ * (Category: Obligatory CruiseControl_PS.c
¥ * Category: Obligatory CruiseControl_PS.c
¥ *  Category: Obligatory CruiseControl_PS.c
¥ * Category: Obligatory CruiseControl_PS.c

Category: Obligatory Fru:seControI PS.c

Global ¢
Global ¢
Global ¢

Global ¢ =

Global ¢
Global ¢

Global ¢
Global ¢

Global ¢
Global ¢
Global ¢
Global ¢

>

¥ Result Details

I~ Variable trace CruiseControl_PS.c
&l Refult Review

Severity ﬁj Enter comment here...

Status | =l

~MISRA AC AGC 8.10 (Obligatory) &
All declarations and definitions of objects or functions at file scope shall have internal linkage unless external linkage is required

ariable 'AccelResSw' should have internal linkage.

% Configuration | ¥I Result Details |

| CruiseControl_PS.c x| ab B

/* Definition for custom storage class: Global */

39 %oolean_T AccelResSw;
goolean_T Brake;
;Joolean_T CoastSetsSw;
%oolean_T CruiseOnOff;
inntB_T Speed;

AT Prand TV g et it ol it 94

21



Reduce MISRA violations with “Code Placement” setting

% Commonly Used Parameters

Select:

- Solver
- Data Import/Export
& Optimization
Diagnostics
- Hardware Implementation
~~Model Referencing
~ Simulation Target
= Code Generation
-~ Comments
- Symbols
- Custom Code
~ Interface
- Code Style
~ Verification
- Templates
~Code Placement
- Data Type Replacement

= All Parameters |

~Global data placement (custom storage classes only)

y - N\
Data definition: (I Data defined in a single separate source file )
Data definition filename: | |cruise_control_global.c
Data declaration: Data declared in a single separate header file

a

Data declaration filename4 |cruise_control_global.h
#include file delimiter: ﬁuto

[ Use owner from data object for data definition placement

~Global data placement (MPT data objects only)

Signal display level: |10

~Code Packaging

File packaging format: |Modular

<\ MathWorks:

[

Target Speed
Control Module

J
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Justify other violations by adding annotation

Polyspace Bug Finder - CruiseControl_PS C:\Demo\VnV\VnV_Wkshp\Work\results_CruiseControl_PS\CruiseControl_PS
File Reporting Metrics Tools Window Help

Ew IAII results ﬂ % New < o & Showing 7/7
Family |-F D ¥ Information  |-F
E-MISRA AGC 7
#-1 Environment 4
-8 Declarations and definitions 3
=-8.10 All declarations and def' nitions of objects or fund
|~ 5 [Category: Obligatory [Cruisg
S 6 Categor\,f v‘C}th|~§;|ati::-r\J.rr Cruise
v 7 Category: Obligatory Cruise

%

I” Variable trace
= Result Review [

|
Severity | [Not a defect ~| [add justification here

Status | [Justify with annotations |

~ID 5: MISRA AC AGC 8.10 (Obligatory) &
All declarations and definitions of objects or functions at file scope shall |
Variable 'DW" should have internal linkage.

% Configuration l v Result Detailsl

Wsuce |

J CruiseControl_PS.c % ]

/* Block states (auto storage) */

w
lfl DW CruiseControl PS T DW;

/* Real-time model */

w

RT_MODEL_CruiSeControl_PS_T M ;
v

RT_MODEL_CruiseControl_PS_T *const M = &M ;

<\ MathWorks-

[

Target Speed
Control Module

J
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Model-based Design Tasks

First let’s focus on the model-based design tasks and what checks are
available:

" Convert signals/cals from floats to integers in Target Speed Module

" Include the customer lookup table in the Pedal Cmd to support calibration

" Demonstrate generated code is MISRA compliant

Our approach will be to do checks before functional testing,

early in the development to minimize re-work

24
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Model-based Design Tests

All checks are complete, we will need to provide test results for the
model-based modules:

Functional testing of s-function based Pedal Command module

Equivalence (model-to-code) testing of the Target Speed module

28
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Control Module

Functional Testing of Pedal Command (S-Function) [Pedal cOmmand]

firs
L C
-

I D.oilAd (DA ] To 1T 11 S

}Pedal(ﬁmd - Simulink

File Edit

Bl - 09

View Display Diagram Simulat

‘B e 40

PedalCmd > | LookupTbl

® @Ped

alCmd P

Spe

O EWE®S®

+
.-Etspeedl

tspeed ints

&

uints

B D B0:;

_PedalCmdLookup_(

§
in
=

while((u »>= X[index]) && (index < (mySize-1)))
1

28 1ndex++;

L
oy

y by |
=]

uintg

e £ Speed

’i Coverage: PedalCmd

)
Model "PedalCmd"

Decision 90% (9/10) Condition 7
Execution 100% (3/3)

Click to select signal

Uncovered Links: ®»

Metric Coverage
Decision (D1) 100% (2/2) decision outcomes x-11) » (u - XI
Condition (C1) 75% (3/4) condition oufcomes
Conditions analvzed: l
Description: True | False
4 >= X[index] 105 | 21 ;
N
index <« (mySize-1} 105 0 ] |
dStepDiscrete 4
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Model-based Design Tests

All checks are complete, we will need to provide test results for the
model-based modules:

Functional testing of s-function based Pedal Command module

Equivalence (model-to-code) testing of the Target Speed module

30
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Check the Generated Code for Equivalent Model Behavior

-

& Web Browser - Code Coverage Report for Generated Code CruiseControl_SIL Full SIL =3 X ]
#2 | Code Coverage Report for Generated Code CruiseControl_SIL } + | BOH QJ‘ ~@ [
‘ Q %/ g 1 . ] Location: <y/AppData/LocaI/T emp/tpb45cec9f 4bb9_403f_8f18_00838026feb7/tp604f3bb6_e655_46b0_a73b_2feb3aeb -
EE ((HCCE;MQS‘* _prev = DW.ACCelHKessSw sta*t) && DW.ACcelResSw sta*t &&
200 (tspeed != 0)) { 8% (45/46) -
201 /* Transition: '<51>:105'" */ 00% (79/79)
202 DW.is CRUISE = CruiseControl SIL IN ON
204 /* Entry 'ON': '<S1>:54"'" */
205 engaged = true;
2086 DW.is_ON = TruiseControl SIL IN_Steady; n
207 } else {
208 /* Transition: '<51>:80"' */
208 if ((CoastSetSw prev != DW.CoastSetSw_start) && DW.CoastSetSw start) | [
21 /* Transition: '<S51>:107' */ i
211 DW.is CRUISE = CruiseControl SIL IN ON; '
213 /* Entry 'ON': '<51>:54' */
214 engaged = true; ~Q—————
- {tspeed = Speed }
Integrated SIL mode support for model-to-code equivalence testing
Coverage report for generated code for a detailed equivalence analysis
<< Enable variants - J
i Ready View diagnostics 61% FixedStepDiscrete

OK ” Cancel H Help J App

1o
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Model-based Design Tests

All checks are complete, we will need to provide test results for the
model-based modules:

Functional testing of s-function based Pedal Command module

Equivalence (model-to-code) testing of the Target Speed module

32
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Integrated Code Testing

The hand code design tasks:

Remove unused fault record

Migrate the code run on customer’s ECU (14-bit to 12-bit ADC)

The minor hand code changes have been made.
An ECU build was created based on the integration of hand code and generated code

We now need to provide functional test results for the integrated code on the HiL bench

Find issues that result from the integration of tested modules from

hand code, s-function code and model-based generated code.
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Issues Found on HIL Bench...

4\ MathWorks:

« The Cruise Control powered off during fault testing

= And, the Target Speed never exceeded 40 mph

E
2760 100>\
\
/40 3 120\
/ S \
140

o
l 0’ .' I
‘\ : : - 160]

————

i ~
/760 100>
A \
I/ . 120 \\
IIzo ; o 140)
' : I
‘\u ‘ - 160/

35



<\ MathWorks:
" Polyspace Code Prover C:\Demo\HW\PS_UI\CS_ULpsprj Creatl n g a CO d e Prover p rOJ ect to

File Reporting Metrics Tools Window Help

& 9 @ DR - @siop| 4 check the Integrated Code
&' Project Browser |
g 38 ‘ = @‘ £ ‘ % Create new result folder e ™\ - - S -
=l CS UI = Read Inputs arget spee
__ﬁgme = Write Outputs | Control Module |
@13 Indlude = Scheduler Pedal Command )
S Module_1 = Fault Logging
= 3 Source & J | Control Module |
= sources
/- acquire_ai_hw_data.c o
----- analog_inputs_process.c - __
----- analog_io_data.c / scheduler_execmtwe.c \
L analog_fo_init.c - scheduler_init.c
..... analog outputs process c/ .
te CruiseControl_PS.c - SysTick_Handler.c
(7 discrte_inputs_process o) - update_shared_variables.c
----- discrete_io_data.c - _
----- discrete_io_init.c Utl'lt‘y’_fllﬂCtlDﬂS.C
..... i.::jis(I:treIte_{)utputs_process.c .S initialization_io.c Z
..... ault_log.c .
_____ i o = CruiseControl_Integ_PS.c ||
\Q mdb_shared_data.c / LDDkUD].D_C.C
—pa '"V"W‘TWM & i
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Code Integration Check with Polyspace:
Non-terminating loop in Hand Code

monitor_bult_in_test_faults.c

SysTick_Handler .c scheduler_execuitive.c

O O

SysTick_Handler scheduler_executive

monitor_bult_in_test_faults

g‘ MathWorks

Fault Logging

fault_log.c fault_log.c
fault_log MNTL

{

uint32 t *pFlt = (uint32 t *)pFaultlinfo;

/* Validate current fault index counter */

M if (FaultRecIndexCntr »= (MAX FAULT LOG INFO SIZE - 12u))

{

FaultRecIndexCntr = 0x0u;

/* Store the current fault into circular buffer */

{

FaultInfoElement [FaultRecIndexCntr i iz] = |¥pFlt;
*pFlt = 0x0u;
pEFlt++;

b
/* Update the circular buffer fault index counter */

FaultRecIndexCntr += ix-1;

b4 Result Details
3l M| A&

= Result Review

Severity | ~| |Enter comment here...

Status | -]

! Non-terminating loop &
The loop is infinite or contains a run-time error.
loop may fail due to a run-time error (maximum number of iterations: 11)

Result Details
o kg M| &

= Result Review

Severity | Enter comment here...

[
[

Status |

Illegally dereferenced pointer &
Warning: pointer may be outside its bounds
Dereference of local pointer 'pFIt' (pointer to unsigned int 32, size: 32 bits):
Pointer is not null.
Points to 4 bytes at offset multiple of 4 in [0 .. 40] in buffer of 40 bytes, so may be outside bounds.
| | L L L
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Cause of Cruise Control Powering off during fault testing

{

/* Validate current fault index counter */
if (FaultRecIndexCntr >»= (MA¥X FAULT LOG INFO SIZE — 12u))

{

FaultRecIndexCntr = 0x0u;

}

/* Store the current _fault into circular buffer =*/

for (ix = 0; £§ <|12u; i

{

FaultInfoElement [FaultRecIndexCntr + ix] = FpFlt;
*pFlt = 0x0u;
pEFlt++;

}

/* Update the circular buffer fault index counter */

FaultRecIndexCntr += ix-1;

<\ MathWorks-

[ Fault Logging ]

0x40000000

Expected_Value

0x40000004

Received_Value

0x40000008

Fault_ID

0x4000000c

Fault_Type

0x40000010

Time_mSec

0x40000014

Time_Sec

0x40000018

Time_Min

0x4000001c

Time_Hr

0x40000020

Additional_FIt_Spec01

OV WIN|IF| O

0x40000024

Additional_FIt_Spec02

=
o

0x40000028

=
=

0x4000002c

CruiseOnOff

Brake

CostalSetSw

AccellResSw

0x40000030

Speed
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50 /* Store the currep ault ‘into circular buffer */
31 for (ix = @; ix < iX++)
32 {
33 FaultInfoElement[FaultRecIndexCntr + ix] = *pFlt;
34 *nFlt = 0Ox0u;
pFlt++
of
41= typede truc FAULT LOG
42 {
43 uint32_t Expected Value;
44 uint32 t Received Value;
45 uint32 t Fault ID;
46 uint32 t Fault Type;
47 uint32_t Time_mSec;
48 uint32 t Time Sec;
49 uint32 t Time Min;
50 uint32_t Time_ Hr;
51 uint32 t Additional Flt Spec@l;
52 uint32 t Additional Flt Spec®2;
53 uint32 t Additional Flt SpecB3;
54 uint32_t Additional F1lt Spec®4;

55 }FAULT_LOG_INFO_T;

56 |

‘?‘__"hu-l-"n-hihn.".-h padl™ A P

Root cause of Cruise Control Powering off

13 /* Store the curreg xfahlt into circular buffer -/
for (ix = B; ix @ iX++)
{
FaultInfoElement[FaultRecIndexCntr + ix] = *pFlt;

*pFlt = @x0u;

pFlt++;

26 {

27 uint32_t
28 uint32 t
29 uint32_t
30 uint32_t
31 uint32_t
32 uint32 t
33 uint32_t
34 uint32_t
35 uint32 t
36 uint32_t

Expected Value;
Received Value;
Fault ID;

Fault Type;
Time _mSec;

Time Sec;

Time Min;

Time Hr;
Additional Flt Spec®l;
Additional Flt SpecB2;

37 JFAULT _LOG_INFO T;
.

‘-_-#J"""""#*"‘

4\ MathWorks:
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{
uint32 t ix;
uint32 t *pFlt = (uint32 t *)pFaultInfo;

/* Validate current fault index counter */

if (FaultRecIndexCntr »= (MAX FAULT LOG INFO SIZE - 12u))

{
FaultRecIndexCntr = 0x0u;

for (ix = 0; 35 <|(10u; 1x+4)

FaultInfoElement [FaultRecIndexCntr + EE] = FpFlt;

iEElE = Ox0u;
DELL+;
}
/* Update the circular buffer fault index counter */

FaultRecIndexCntr += Eﬁjl;

Fix and verify the hand code is free of Runtime Errors

‘ MathWorks-

o3 by M & ¥

= Result Review

Severity | > | |enter comment here...
Status | =

“Illegally dereferenced pointer 2
Pointer Is within its bounds
Dereference of local pointer 'pFit’ (pointer to unsigned int 32, size: 32 bits):
Pointer is not null.
Points to 4 bytes at offset multiple of 4 in [0 .. 36] in buffer of 40 bytes, so Is within bounds (if memory Is allocated).

- LS

L= PN I o

—

0x40000000

Expected_Value

0x40000004

Received_Value

0x40000008

Fault_ID

0x4000000c

Fault_Type

0x40000010

Time_mSec

Time_Sec

0x40000018

Time_Min

0x4000001c

Time_Hr

0x40000020

Additional_Flt_Spec01

0
1
2
3
4
5/0x40000014
6
7
8
9

0x40000024

Additional_FIt_Spec02

0x4000002c

CruiseOnOff

Brake

CostalSetSw

AccellResSw

0x40000030

Speed
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<\ MathWorks:

Code Integration Check with Polyspace:
Dead Code Found in Generated Code

Target Speed
Control Module

SysTick_Handler ¢ scheduler_execuitive.c update_shared_variables.c CruiseControl _PS.c CruiseControl_PS.c
SysTickQandler scheduler@@cutive update__shag_variables CruiseCoQol_PS_step UNR
Vehicle speed signal propagated to Maximum target speed = 90
“CruiseControl_PS.c” [0 .. 40] /
111 } else if (Spead } maxtspeed

Transition: '<S1>»:114° *f

.

/* Exit Internal 'ON': '<S1>:54' */

!
M DW.1is ON = CruiseContro IN NO ACTIVE CHILD;

W.is CRUISE = CruiseControl PS IN STANDBY; —— Unreachable/Dead code

/* Entry 'STANDBY' 1>:52" */
M engaged = false;
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| <\ MathWorks:
Root Cause for Dead Code:

Speed Sensor Input Hand Code

[ Read Inputs ]

Changing analog-to-digital converter from 14 to 12-bit results in dead code

[n analog.h 2

19 /* Conversion factors of speed */
20 #define NEW ECU

21 #ifdef NEW FCU

22 Gdefine SPEED_MASK OxFFF|/* New ECU */

23 #el

24 #define SPEED MASK Ox3FFF /* Original design specification */

25 #endif

26

27 J* Scaling for conversion_factor for translatine sensor joput to miles/hr */

28| #define CONV_FACTOR ©.01 |/* FAILS */
29
§n. #defina MAXLAT RAW GOUNTS BUEEERGSIZE 10y . @ .« ¢t _wepe = (ALSpeed.bu, o ore sl o oo )5y
33
34 /* Convert raw counts to speed */ i v
MASK — accounts for scaling down 35 Al Speed.Speed = ((AI_Speed.Average & SPEED MASK) * CONV_FACTOR);
; : 36
for neW ADC from 14'b|t tO 12'b|t 37 J{r*: Updated analog ]_nputS *"J{r
38 MDB_Shared Data.Speed = AI Speed.Speed;
Overlooked changing 39}

CONV_FACTOR for new ADC
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l Workflow Summary:

Complementary Model & Code Verlflcatlon

----------------------------------------------------

<\ MathWorks:

i Hand Hand-writ . :
i Code (Ciggl"&fg)  Check integrated code for run-time errors
Code
: analysis
« Check model early for design errors !
* Check MISRA compliance (Mdl Advisor) Fasaaisd | Object
* SIL mode support »  code code
* Functional testin CIlIsE
: . g « Code coverage (SIL) Control
(simulation) . :
Equivalence ) ! Application
Functional B testing ”’,—"‘ ...............................................................................
testing _.--—" 7 .
= * Check s-function code for run-time errors
Coverage )
s comparison » Check MISRA compliance (Polyspace)
................................. II. AL L LEE CELEE L EEEREREECELELE A ‘_—__\ -
1 analysis - Lo h
4 Y Y v ¥
Textual Executable hecal use‘d tos .| Generated | Object
2 : . — production > >
requirements specification \ : C/C++ code code
code generation
MBD
Generated

L Code

H
.
5
K
e, R 44
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<\ MathWorks-
A Complementary Model and Code Verification Process ...

v Model and code checks before functional testing to minimize rework

v Perform functional, dynamic testing with model and code structural
analysis with automation, and reuse of test assets

v Analyze the code to find issues resulting from the integration of
o hand code
o s-function code
o model-based generated code

v Includes formal methods analysis to go beyond functional testing
v Enables more, early testing of the model and code

v Continual increase in design confidence
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Thank You!

<\ MathWorks-
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