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Introduction to Responsible Al

Trusted Al
Reputational considerations and regulatory scrutiny are increasing the
focus on “fairness” in the use of Al in Financial Services. This combines

not just explainability, but bias, ethics and transparency, and is a focus
area for regulators, solution providers and consultancies.
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Reinforcement Learning

Al, Machine Learning and Deep Learning

VArtificiaI Intelligence

< [Machine Learning h
©
o Knowledge Representation Weather Forecasting Spam Detection Sentiment Analysis
m
- . . .
O Machine Translation Recommender Systems Algorithmic Trading
e
CU .
Q T (Deep Learning A
8'_ Computer Board Games raud Letection
< Automated Driving
Interactive Programs Medical Diagnosis Object Recognition
Expert Systems Health Monitoring Speech Recognition
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Enabling Technology: Deep Learning and GPUs

Annual Image Recognition Challenge

30
22.5
15 Human
Accuracy
75 v

2010 2011 2012 2013 2014 2015

Y Y

machine learning deep learning

Source: ILSVRC Top-5 Error on ImageNet

60x Faster Training in 3 Years
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Principles of fairness require explainability, bias, ethics, and
transparency

2. Use of personal attributes as input factors for AIDA-driven
decisions is justified.

4. AIDA-driven decisions are regularly reviewed so that models
behave as designed and intended.

8. Firms using AIDA are accountable for both internally Principles to Promote Fairness, Ethics,

developed and externally sourced AIDA models. Accountability and Transparency
(FEAT) in the Use of Artificial

13. Data subjects are provided, upon request, clear Intelligence and Data Analytics in
explanations on what data is used to make AIDA-driven Slligapote S Rnendialsector
decisions about the data subject and how the data affects the

decision.

“AIDA” refers to artificial intelligence or data analytics, which are defined as technologies that assist or
replace human decision-making.



https://www.mas.gov.sg/%7E/media/MAS/News%20and%20Publications/Monographs%20and%20Information%20Papers/FEAT%20Principles%20Final.pdf
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RFIs and Evolution of Regulatory Guidance

PUBLISHED DOCUMENT

AGENCY:

Board of Governors of the Federal Reserve System, Bureau of Consumer
Financial Protection, Federal Deposit Insurance Corporation, National Credit
TUnion Administration, and Office of the Comptroller of the Currency (agencies).

ACTION:

Request for information and comment.

SUMMARY:

The agencies are gathering information and comments on financial institutions'
use of artificial intelligence (AI), including machine learning (ML). The purpose
of this request for information (RFI) is to understand respondents’ views on the
use of AT by financial institutions in their provision of services to customers and
for other business or operational purposes; appropriate governance, risk
management, and controls over Al; and any challenges in developing, adopting,
and managing Al. The RFI also solicits respondents’ views on the use of AT in
financial services to assist in determining whether any clarifications from the
agencies would be helpful for financial institutions’ use of Al in a safe and sound
manner and in compliance with applicable laws and regulations, including those

related to consumer protection.

DATES:

Comments must be received by June 1, 2021.

Source: Federal Register, Board of Governors of the Federal Reserve System

Artificial Intelligence (Al) Accountability Framework

Data Used to Develop an Al Model
Entities should document sources and origins of data,
ensure the reliability of data, and assess data

it . vari and augmer har
for appropriateness.
Data Used to Operate an Al System
Entities should assess the interconnectivities and
dependencies of data streams that operationalize an
Al system, idenfify polential biases, and assess dala
security and privacy.

Monitoring

Ensure re y and relevanc

Continuous Monitering of Performance
Entities should develop plans for continuous or routing
menitoring of the Al system and document results and
corrective actions taken to ensure the system
produces desired results.
Assessing Sustainment and
Expanded Use
Entities should assess the utility of the Al system to
ensure its relevance and identify conditions under
which the Al system may or may not be scaled or
expanded beyond its current use.

Source: GAO. | GAD-21.5195P

Governance
Promote ac

ccountability b
to manage,
e implementation.

Governance at the Organizational Level

Entities should define clear goals, roles, and
responsibilities, demonstrate values and principles to
foster trust, develop a competent workforce, engage
stakeholders with diverse perspectives to mitigate nisks,
and impk it an Al-specific risk jplan.

Governance at the System Level

Entities should blish technical specifications to
ensure the Al system meets its intended purpose and
complies with relevant laws, regulations, standards,
and guidance. Entities should promote transparency by
enabling external stakeholders to access information
on the Al system.

Performance
Produce results that are consistent with
program objectives.

Performance at the Component Level
Entities should catalog model and non-model
components that make up the Al system, define
metrics, and assess performance and outputs of each
component.

Performance at the System Level

Entities should define metrics and assess
performance of the Al system. In addition, entities
should document methods for assessment,
performance metrics, and outcomes; identify potential
biases; and define and develop procedures for human
supervision of the Al system.

U.S. Government Accountability Office



https://www.federalregister.gov/documents/2021/03/31/2021-06607/request-for-information-and-comment-on-financial-institutions-use-of-artificial-intelligence
https://www.gao.gov/products/gao-21-519sp
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Questions to answer during Al Validation

Does the Al model or system produce consistent | Has the Al model or system been developed with
and reliable results? safety as a key component?

Is the Al model or system immune from
spoofing or other common attacks?
Does it provide privacy protection?

Can you explain the workings of an Al model
or system in human understandable terms?

Explainable

Interpretable
Can you observe and trace cause and effect in

Al model or system and explain the rationale of
the decision?

Does the Al model or system make decisions or
recommendations that are fair and free of bias?
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Common approaches used to identify answers

-l-..q-
LAY

'l-"'-l-

& $

Explainable

Interpretable

— X
=

Fairness

Model Re-specification/simplification
Global Explanation

Local Explanation

Visual Explanation

Model Re-specification/simplification
Quantitative Validation
Global vs. Local

Disparate Error Analysis
Adversarial Debiasing
Feature Decomposition
Reasoning

Example Base

Safety

Federated Learning
Differential Privacy
Evasion, Poisoning, Extraction, Interference

Adversarial Attack w/Coverage Metrics
Reference/Benchmark Model
Residual Deviation/Explanation

Redundancy (with voting)
Failure Mode Effect Analysis
Monitoring

Audit trail

Best Practices



Explainability vs Interpretability

Explainability = “why is this happening?”

- e.g., this is a picture of a
- “Schnauzer” because of the
eyebrows and moustache.

Credit approval

NO because Age < 25 &

Salary < 1000€ & Unpaid
Bills> 3

| |
Output Explainable
Output

4\ MathWorks

Explainable Interpretable

Intrepretability = discern the mechanics
without necessarily knowing why

days_since_2011

<4345

days_since_2011

<1055 =105.5

=434.5

< 11.66: =11.662

n =106 n =329 n=70 n=226
8000 8000 — 8000 — 8000 —
6000 — 6000 — 6000 — 000 —é
4000 4000 — 4000 — 4000 3
2000 — % 2000 — 2000 — 2000 —
0 0 o4 ° 0~ o

e.g., if it's more that 434 days since 2011 and the
temperature is more that 11.6 degrees, then 7000
bicycles will be rented

https://christophm.qithub.io/interpretable-ml-book/tree.html| 10



https://christophm.github.io/interpretable-ml-book/tree.html

Visual Interpretation of Features Across Layers

4\ Deep Network Designer
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https://blogs.mathworks.com/deep-learning/2019/01/18/neural-network-feature-visualization/

1


https://blogs.mathworks.com/deep-learning/2019/01/18/neural-network-feature-visualization/
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Sources of Bias —o

Fairness

Bias: Unequal treatment of different groups by an ML model
Fairness in Responsible Al: Detecting and mitigating bias against unprivileged groups in ML modeling

Not enough data, Bias Legacy bias in the dgta, Bias Model issues
through Selection through Behavior

12
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—X

In-processing Bias Mitigation —v
Adversarial Debiasing

« Objective is to maximize the

model’s ability to predict Y, while Predict
c e . , - Predlct Label Sensitive
minimizing the adversary's ability Attibute

to predict Z

Negatlve Gradient

* One of the more effective methods _
of bias mitigation ‘ 1

« Can be optimized for any bias
metric

13


https://dl.acm.org/doi/pdf/10.1145/3278721.3278779

Adversarial Examples

Even rotating an image can cause it to be misclassified

Adversarial Image (Rotation = -390 degrees)

«‘ MathWorks

14
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GAN Network that Creates Synthetic Data R

Secure  Robustness

Generator Discriminator
i i
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Training set V Discriminator
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Fake image

Network
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Scaling model development and use in the
era of Al
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Operationalizing Analytics, Modeling and Simulation is hard

Business Value

Difficulty deploying into business processes/applications
Vianagement resistance/internal politics
Lack of DevOps or managerial skills
Unable to adequately secure or govern data and analytics inputsioutputs
Poor planning/unreasonable expectations

Lack of funding/right tools

Unable to adequately address {or mitigate) data quality and integrity issues
Open-source pilot technologies are not production-grade
Unable to demonstrate business ROI

Selected tooling didn't scale to production requirements

Other

Base:n =45 Ga
projects nto

=rs/extemnal sample. Excludes "not sure.”
ig about why you selected “gettin
secific bamiers to moving project

Production Is the Main Barrier Towards Delivering

31

7 Percentage of respondents

Gartner.

1Source: https://www.gartner.com/smarterwithgartner/gartner-top-strategic-predictions-for-2019-and-beyond/

17


https://www.gartner.com/smarterwithgartner/gartner-top-strategic-predictions-for-2019-and-beyond/

But the current environment is ... complicated

Poor Quality Models
Regulatory Scrutiny
High Cost
Inconsistency
Frustrated Users

SDLC Vendor
Driven

(.’Jt—LData

Inconsistent runtimes

5

Expensive
vendors technology

Black-box

Source: HSBC MIATLAB Expo Presentation

Complex Models

OO0
v
adoNr
R IR
CNOROR /0

Disruption

4P Covid-19

D@ K eg

E S G * ok *
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M Normal
Fraudulent

Climate
change
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https://www.mathworks.com/videos/two-worlds-coincide-financial-risk-management-and-model-based-design-1509623379050.html

Goal it to go from silos and walled gardens ...

Time-Series

Econometrics
Back-Testing

Optimization Symbolic Math

Plotting / =
h- |
Graphics doc [\ Implementation, Deployment &
- Integration
Matrix Algebra
Research
Statistics
Data Import / Monte-Carlo
Export
— Portfolio
Application Analysis
Interfacing
Curves Cash Flow

Trading System

Risk and

Solvency
Capital
Calculation
Database
Messaging
S8=31; K=30 System
C=blspric
P=C—-S+K*e
— Web
: PDF,
Production y=h

Excel

Pricing Engine

Portfolio

Reporting

4\ MathWorks
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... to continuous model delivery

P

Risk management
Board and stakeholders

+
-I-+-|-
+ +

Model developers,
auants and analysts

Regulator Monitoring, Reporting Definition and Business lines
Model owners and Performance Development
Assesment
Model Inventory — (—
Implementation Review .-
and Deployment and A | [ % F
a pprova .\
.
IT Quality Assurance, Independent model
Front office Pre-implementation review and audit
End users Vilhelsiien Regulator

Model validation, IT

20
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Model Monitoring Dashboard

Configure performance thresholds and alerts for
breaches and generate reports

Summarize model execution results using a
customizable web dashboard

Analyze the model usage to determine candidate
models for retirement

Model Execution Environment

Deploy models in production environment without
recoding

Integrate with existing technology infrastructures

Host production models and scale to end users in
a secure controlled environment “on-prem” or

“cloud”
Secure

& Cloud
)

amd ROI

Risk management
Board and stakeholders

Model Inventory & Repository

- Centralized access to models, dependencies, meta-data, lineage,
audit trail, risk scoring, and model risk reporting

I---T---l + 4

i ®

+
-I-+-|-
+ +

Model developers,
auants and analysts
Business lines

Monitoring, Reporting
and Performance

Assesment

Definition and
Development

Regulator
Model owners

o - Model Inventory - —
Implementation Revi -
eview
a and Deployment - and Approval [ “‘ g
i ' .

IT Quality Assurance, Independent model
Front office Pre-implementation review and audit
End users Validation Regulator

Model validation, IT

Model Test & Validation

Automatically run unit tests and generate test reports
Perform preproduction testing and validation for approved models

Compare tests of preproduction model with a production model

Model Development Environment

Explore, develop, back-test, and document models
and methodologies

- Improve transparency and reproducibility of model
development process

- Create reusable model templates

- Auto-generate model documentation

Model Review Environment

Perform independent model reviews

- Perform interactive what-if and sensitivity analysis
on model parameters

- Comment and flag various aspects for response
and resolution

@ Big Data
Al/ML

{o) Agile

21



How do we get to here ...

4\ MathWorks

Medel Monitoring Dashboard

Configure performanca threshoids and slerts for
Breaches and panarata reports

Summanze mocal execubon rasulls wsng a
customizable wab deshboand

Analyze the modal usage to daterming candidate
models for ratirement

Medel Execution Environment

Drapioy medels @ production anvironmeant withaut
recodng

Intagrate with axstng technology infrestruciures

Hest production madals snd scaks b and wsars n
a sacure controlled emaonment “on-prem” ar
“cloud”

@4 ROI

Maodel Inv W epositol
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Aytomatically run it tasts and generate kst reports
Parfarm praproduchion testng and validation for soproved models
Compare tasts of preproduction model wih a produchon modal

Model Development Environment

Explora, develop, back-tast, and document modats
and mathodologias

Improve franspanancy and reproducibiy of modal
davalopment process

Creale reusabla modal iemplatas
Auto-generate model documentaton

Madel Review

Prarfarm independant modet raviaws

Parfarm intarectiva what-if and sensithety analyss
on model paramalers

Gommeant and flag varicus espects for response
and resohhion

@ Big Data

&) AL
& Agile

... from there?
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But the current environment is ... complicated

Poor Quality Models
Regulatory Scrutiny
High Cost
Inconsistency
Frustrated Users

SDLC Vendor
Driven

4
L ¥
i
ey

Black box
technology

VERDD Presantation

Complex Models

)

?tg. (—& Normal
TR

bxﬁ‘ﬁt X Fraudulent
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Disruption

4 covid-19

n a
Faa @ f\ Climate
E 8 G % change
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Current challenges and desired state

£ /A

Velocity

€

ROI

il
1S § § 1

Quality

[ XY
a

Risk

Current State

Fragmented data sources
Fragmented tools
Inconsistent runtimes
Vendor driven timelines
Manual disjoint processes

Redundant data / systems
Expensive vendors

Labor intensive processes
Compliance / auditing
Flexible compute resources

Silos: data + tools + teams
Black-Box tools

Lack of documentation
Escaped defects in models
Inappropriate model use

Regulatory scrutiny

Limited model reproducibility
Lost opportunities

Loss exposure

Pain

Unable to integrate
and automate
the Model Lifecyle

- I

High cost reduces
investments in the
business

quality across the Lifecyle

-

Limited visibility +
traceability of model

4

Lack of timely access
to risk metrics
for decision making

Desired State

Unified data access
Integrated toolchain
Choice of runtimes
Extensible / customizable

Connected data systems

Choice of technology solutions
Plug-n-play, low configuration
Streamlined documentation & reporting

Leverage on-prem and cloud

Collaborative agile teams
Open and automatable

Always up-to-date reporting/docs

High quality models
Full model lineage

Set the bar
Full model reproducibility

Experiment and innovate more

Minimized loss potential

Capability

OPEN &
INTEROPERABLE

SCALABLE

MAXIMIZE
AUTOMATION

FAST FEEDBACK

23



Minimum Requirements for Success

OPEN &
INTEROPERABLE

SCALABLE

MAXIMIZE
AUTOMATION

FAST
FEEDBACK

Integrates with structured/unstructured, historical and live data sources and big data systems
Integrates models across languages, desktop tools, and runtimes
Extensible: Proprietary, commercial, and community add-ons

<N X X

Enables use by novices and expert users

Integrated documentation and reporting
Horizontal and vertical compute scaling
Integrates with 3rd party platforms and applications

DN NN

Desktop to on-prem compute to public/private/hybrid cloud architectures

v" Always up-to-date models and documents
v’ Automated testing and validation

v Reproducible model experimentation

v’ Automate cross-team workflows

v’ Real-time customizable dashboards and reports

v" Full model traceability across Lifecyle

v Unlock experimentation and idea exploration by all users
v Monitoring and alerting across the Lifecyle

@\ MathWorks
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Minimum Requirements for Success

OPEN &
INTEROPERABLE

SCALABLE

MAXIMIZE
AUTOMATION

FAST
FEEDBACK

Integrates with structured/unstructured, historical and live data sources and big data systems
Integrates models across languages, desktop tools, and runtimes
Extensible: Proprietary, commercial, and community add-ons

A NN

Enables use by novices and expert users

Integrated documentation and reporting
Horizontal and vertical compute scaling
Integrates with 3rd party platforms and applications

DN N N

Desktop to on-prem compute to public/private/hybrid cloud architectures

v Always up-to-date models and documents
v’ Automated testing and validation

v Reproducible model experimentation

v Automate cross-team workflows

v’ Real-time customizable dashboards and reports

v" Full model traceability across Lifecyle

v Unlock experimentation and idea exploration by all users
v Monitoring and alerting across the Lifecyle

4\ MathWorks
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Enable use by novices and expert users

OPEN &

INTEROPERABLE

4\ Deep Network Designer

DESIGNER
':D:' : : & Zoom In % Y
New | Duplicate - Fit (=, Zoom Out Auto Analyze = Export
4\ Deep Network Designer - R Az v _
FILE BUILD NAVIGATE LAYOUT | ANALYSIS | EXPORT ry
LAYER LIBRARY Designer Data Training PROPERTIES
Number of layers 68
Getting Started | Compare Pretrained Networks | Transfer Learning INPUT — Number of connections 75
o E imagelnputLayer - Input type Image
Output type Classification
A'?l! image3dinputLayer
4\ Deep Network Designer ] X
Blank Network From Workspace
sequencelnputLayer DESIGNER
= roilnputLayer Fi & Cut ﬂ
v Pretrained Networks EE| &), ZoomIn Qf
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transposedConv3dLayer v 9 putiay LT 5
SqueezeNet GoogleNet ResNet-50 DarkNet-53 DarkNet-19 ShuffleNet Stride 11
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Pretrained SqueezelNet 0 0 O O 0 i
network model for image k~ll roilnputLayer Padd -
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Depth: 18 ] iy L 0 CONVOLUTION AND FULLY CONNECTED ' Weights 1
Size: 450 MB [m] =
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Library of pre-trained models

(enables transfer learning)

Design of new or customize existing networks
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Code Generation for Automation/Expert tuning

4\ Deep Network Designer

DESIGNER

'5}' o IZ] & Zoom In

&

v

Export

-

New Duplicate Fit (= Zoom Out Auto Analyze
e | to View Arrange
NETWORK BUILD NAVIGATE LAYOUT | ANALYSIS
Layer Library Designer Data
¥ INPUT -

m imagelnputLayer
image3dinputLayer
sequencelnputLayer

featurelnputLayer

C LG E

roilnputLayer

¥ CONVOLUTION AND FULLY CONNECTED

convolution2dLayer
ﬁl convolution3dLayer
groupedConvolution2dLayer
transposedConv2dLayer
@ transposedConv3dLayer
g fullyConnectedLayer

~ SEQUENCE

IstmLayer

n bilstmLayer
n gruLayer
L

14

v

Export
Export network to workspace

Generate Code

Generate code for creating network architecture

|

Generate Code with Initial Parameters

Generate code for creating network architecture with initial parameters

Istm
IstmLayer

dropout
dropoutLayer

fc
fullyConnected...

softmax
softmaxLayer
Yy

classification
classificationLa...

~ Properties
Input type
Output type

Number of layers

Sequence
Classification

6

¥ Overview

LIVE EDITOR INSERT

4\ MathWorks'

[L_J Compare
o O b 2l Qrnd ~ [ P s
New Open Save ~— Rl &2 Go To m Bookmark ¥ TEXT CODE | SECTION Run Step Stop
- - - LE ExpDrt - - - - - -
FILE NAVIGATE RUN

Create Deep Learning Network Architecture with Pretrained
Parameters

Script for creating the layers for a deep learning network with the following properties:

Number of layers: 6
Number of connections: 5
Pretrained parameters file: C:\Users\skozola\params_2821_65_11_ 88_40_22.mat

Run the script to create the layers in the workspace variable layers.

To learn more, see Generate MATLAB Code From Deep Network Designer|
Auto-generated by MATLAB on 11-May-2021 08:40:28

Load the Pretrained Parameters

1 params = load("C:\Users\skozola\params_2021_05_11_ @8 48_22.mat");

Create Array of Layers

2 layers = [
sequenceInputlayer(12, "Name", "input™)
1stmLayer(128,"Name","1stm", "OutputMode”,"last™)
dropoutlLayer (0.5, "Name", "dropout™)
fullyConnectedLayer(9, "Name", " fc")
softmaxLayer("Name", " softmax")

classificationlLayer("Name","classification")];

Plot Layers

9 plot(layerGraph(layers));

\UTF-8 [LF [script
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Integrated documentation and reporting

| MortgageAnalysismlx | 4+ | | MongageAnalysismix = | 4+ |

Visualize the Binning Results: ; -
g Population Stability Index Thresholds

View the results of the binning. Here, 'Bad' and 'Good' represent those customers who have or have not defaulted on

their mortgage respectively. Choose a predictor variable from the drop down menu to view the WOE binning results. 62 Thresholds.psilowTh = g1 =X

To prevent plot creation, set the plotFlag input to explorew0E (third input) to false.

63 Thresholds.psiHighTh = 8.3 ——
28 predictor = |'ratio_uer_time’ s H Visualize the PSI thresholds:
29 figure
3e bInfo = displayWOE(binnedScorecard, predictor) 64 plotPSIPredictorSelection(Metrics, Thresholds, predictorNames)
[INFO WOEBinningInfo 2018-10-17 ©7:01:44.8408 ppeeling] Binning information for ratio_uer_ time D Predictar Parformancs by PSI
ne T T T — T
4 ratio_uer_time
10 210 i ) —— v ; 2 = ‘
0 |
- ‘
1.5 8 oz i
8 - i
. 1 o ‘
€ 6 R | | |
3 w kI
o 05 9 i
= = {3
m 4 i "
' i
B 0.5
Accuracy Ratio Thresholds
0 = 65 Thresholds.arTh = 8.12 = = .
N AN N N A [ ’
\é‘“ 99'0 09"\ '\:\'\ \‘\"‘ -‘.3"‘ A i ]
v € ¥ b A\ A\ N Visualize the AR thresholds:
66 plotARPredictorSelection(Metrics, Thresholds, predictorNames)
Predister Pertormanc by AR
‘r— T T T T T
bInfo = ask
ratio_ue... Good Bad Odds WOE InfoValue Percent... ::
1 “[-Inf, 0.9 31503 210 150.01 1.3903 0.1007 94561 o sl
Fas-
2 09, 0.9 69789 1137 61.38 0.49663 0041535 21.149 asl
3 109, 14T 92851 1944 47763 0.2458 0.015227 28.266 e
L H
] hiR R 33287 1196 27.832 -0.29427 0.010261 10.282 04 Ill I I l I
oL - | . | Ip—— .- -
5 T, 131 36898 1413 26.113 -0.35801 0.01741 11.423 E £ E E E E R E R E i £ £ 1L B I I I 2
6 1.3, 1.6]" 25876 1047 24.714 -0.41306 0.016736 80278 PR L PEL PR §EF T EEEE}
‘ i 1 E 2% §y1gegr’
T 1.6, Infl" 36423 1797 20.269 0.61137 0.057469 11.396 - ' TERE i -
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ways up-to-date models and documentation

H -

Home  Insert layout  References  Mailings  Review Developer  Help

A EEERY O = e W M@ R B A RA W 4 A Eswenie
2 DECERY
Link Bookmark C Comment | Header Footer Page k WordAnt Drop oo Equation Symbol

Cover Blank Page Pictures Online Shapes lc 3D artArt Chart Screenshot Document My Add-ins - Wikipedia  Online
reference +  Number~ - Cap- EEObject ~

Page Page Break Pictures - Models - - = Video
Pages S lllustrations Top Add-ins Media Links Comments. Header & Footer Text Symbols

Document Management Control

Document content details

Authorls job title Authorls name Content development
ate

Document details and status

Document title | [Titie]/ Model Development Document

Document status Draft & | Proposed O | Approved J | Obsolete
o

Revisions

Version number Issue date Modifications

1.0

Document approval

Document control role Job title or name Date approved | Next review date

Document Owner Click or tap here fo enter text

Document Approverls

Document Approver
Deputyligs.

(approves document in the
absence of the AEproverr)

[Title]
Model Development Document s L T R T

platform

Document issue details

Job title Date issued to

Record control
Document OWner: Click or tap here o enter fext ecore contre’
Record classification Master record = Record Primary Historical Record

Document Approveris: location retention period | retention driver | interest YIN | disposal
requirement

Page2of 16 1104words [[¥ English (United Kingdom) %3 8 Display Settings
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Unlock experimentation and idea exploration for all users P

FEEDBACK

EXPERIMENT MANAGER

- = = =
= (W E ﬁ T HOME PLOTS LIVE EDITOR INSERT { G 4 2 Sign In
L O v I o= TR HEE . Find Files Aa Normal = Task v = Run Section
- s - Piot  Matr + - EE:' b ﬁ IZ? @ & u [> @5
F AUN REVIEWAESLITS  FILTER | EXPO = o W S [ Compare 5 GoTo = Code = Contral ™ Section M RumandAdvance | g g0
o [ it Expenmentt | Result 3 - - ~ &= Print ) Find + @ Refactor v Bresk P3| Runta End -
FILE NAVIGATE CODE SECTION RUN A
~ Result Details
- < EHQE b C b Users b ppeeling » mde b templates b M
Result! (Running) Experiment! 252020, 1:00:03 Av I i Trials — = = 3
8 ! = = g ! Current Folder |[4] Scriptlets - Figure 1: Credit Sccp| Project - mde (=] Live Editor - consumer_credit_scorecard.mlx ® x
g various nfial learning rates @ Complste 2 & Stopped 0 ©® Eror 0 | Figure 1: Credit Scorecard | | consumer_credit_scorecard.mbc ¢ | + |
O Hunning 1 L= Queusd 2 X Canceled 1] = —_—
<no valid objects in workspace> ~ )
123 data\ Credit Scorecard Deveiopment =
- 4 : i i--[2] Refaat2011.mlx =
Trial Status Progress Elapsad Time Training Loss Validation Ac... valida Table of Contents ]
1 @ Complate T 00.0% 0 he 0 min 43 sec 9.9825 100,020 8.8742 60.8400
2 & Compiele I 100.0% O b 0 min 38 sec a.6858 1268080 8.8302 62.3600 Scope
3 & Gomplel: {0 0% O hr O min 57 sec 0.8875 . 208 8.8181 62.7209
4 © Running | = D §a5.9% b0 min 20 sec .0108 [
5 = 8.8135
6 | | 8.8158
v Scope
@ 1 modelName = 'Refaat 2811 Credit Card Model';
Trsining Plot (Trial 4, Result, Experiment1) 2 modelversion 1.e°;
3 modelStatus = raft
= 100
L
5 e Y
B s - . -
E 5 | \Epoch 2 | | Epoch 3
0 20 40 60 8 100 120
Iteration
ﬁ?f{:*:;::;;::;: —————— e i
5 )[Epocn 1 N \Epoch 2 | i TFhoch 3
0 F] 40 60 £ 100 120
lteration Command Window [C]
14 = e script

Experiment Manager Templated model development
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Model Monitoring Dashboard

Configure performance thresholds and alerts for
breaches and generate reports

Summarize model execution results using a
customizable web dashboard

Analyze the model usage to determine candidate
models for retirement

Model Execution Environment

Deploy models in production environment without
recoding

Integrate with existing technology infrastructures

Host production models and scale to end users in
a secure controlled environment “on-prem” or

“cloud”
Secure

& Cloud
)

amd ROI

Risk management
Board and stakeholders

Model Inventory & Repository

- Centralized access to models, dependencies, meta-data, lineage,
audit trail, risk scoring, and model risk reporting

I---T---l + 4

i ®

+
-I-+-|-
+ +

Model developers,
auants and analysts
Business lines

Monitoring, Reporting
and Performance

Assesment

Definition and
Development

Regulator
Model owners

o - Model Inventory - —
Implementation Revi -
eview
a and Deployment - and Approval [ “‘ g
i ' .

IT Quality Assurance, Independent model
Front office Pre-implementation review and audit
End users Validation Regulator

Model validation, IT

Model Test & Validation

Automatically run unit tests and generate test reports
Perform preproduction testing and validation for approved models

Compare tests of preproduction model with a production model

Model Development Environment

Explore, develop, back-test, and document models
and methodologies

- Improve transparency and reproducibility of model
development process

- Create reusable model templates

- Auto-generate model documentation

Model Review Environment

Perform independent model reviews

- Perform interactive what-if and sensitivity analysis
on model parameters

- Comment and flag various aspects for response
and resolution

@ Big Data
Al/ML

{o) Agile
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Best practices for building agile cross
functional teams
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How successful is your team at operationalizing Al?

) Security of Privacy Concems %m
“Approximately half of all AI B TR
o o Data volume ardfor Complexity “m
models never make it into ——————

Data Scope ar Quality Problems m 20%
[ ]
roduction due to lack of e — T—
p Lack of Technalogy Knowledge m 19%

99 Data Accessibility Challengzs NSSE LI 2%

M O del Op S Litthe Improvenent Over Existing Technokogies LG 14
Lack of skilis of staff [ 2%
G a rtn e r Technology e Too Difficult to Use or Deploy 1795-
¢ Governance lssues of Concams 17'95

Lack of Capability 1o Leverage Al Techniques “ 16%

Difficulty Finding Use Cases 15%
Unable/Hard ta Measure the Value m 14%

0% 5% 30%

n = 601 &l Respondents, Excluding Mot Sure
1 b @ ths 1 w hariis [T I i kan ol Al e

Gartner

Source: Gartner “Innovation Insight for ModelOps”; Farhan Choudhary; Gartner ID G00729419; August 6, 2020.
Source: Gartner: “Use Gartner’s 3-Stage MLOps Framework to Successfully Operationalize Machine Learning Projects”, Shubhangi Vashisth, Gartner ID: G00725627; July 2, 2020
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Challenges arise as groups need to collaborate in new ways

2"d Line of Defense: Risk Management

e

Validation

. @
ia

Development Operations

Quants Production
Analysts Sustainment
Programmers Services

1st Line of Defense: Line of Business

34



Agile DevOps practices can improve the collaboration

e

Validation

g

DESIGN

DEPLOY

. @
YA

Development &

OPERATE

BUILD

TEST MONITOR

Data

Organization

Technologies

Processes

Culture

4\ MathWorks'
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“The best architectures, requirements, and designs
emerge from self-organiZing teams,, Source: AgileManifesto.org, Principles of Agile.

u-g-u + .+
NJ ++I +
T @ + +

Risk management Model developers,
M Odel Devo ps Board and sto?keholders - - auants and onz|ysfs
Regulator Monitoring, Reporting Definition and Business lines
and Performance Development
Assesment

£

- Model Inventory - —

Model owners
DEPLOY
\ |
evelopment = RELEASE . Operations OPERAT ‘ O a
\

Implementation Revi .-
4 peploymen NI eview P
e .a and eploymen and Approval \‘~ K
BUILD \ ........
T Quality Assurance Independent model
TesT MONITOR Front office Pre-imr[)al|emenf0tion’ review and audit
' End users Validation Regulator

g

Model validation, IT
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Agile is about empowering small teams

PN
m Individuals and interaction over processes and tools

—

Working software over comprehensive documentation

Agile :
Manifesto ! Customer collaboration over contract negotiation

ReSponding to Change over following a plan
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Best Practices for Agile Risk Management

Individuals and Interaction Customer Collaboration

1. Small teams of 6-10 (two pizza teams) 1. Face-to-face demos/meeting

2. Integrated cross-functional team make-up 2. Deliver concepts early and often
3. Daily “status/blocker” standups
4

Trust the team to get job done Responding to Change
1. Change is expected, welcome it
Working “Models” 2. Automate: Practice continuous
1. Favor simplicity over complexity —  model validation
2 Models as code — documentation
3. Documentation as code — Integration
4. Infrastructure as code — model delivery
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Reducing model time-to-market and refresh

WATERFALL MODEL LIFECYCLE

Independent Model Review Regulatory Approval Deployment

3 months é months 18 months > 3 months >

AGILE MODEL LIFE CYCLE

Model used and
delivering value

Ongoing Regulatory Approval [1]

* * KEYS TO SUCCESS
Dafr Deoval 1. Dialogue with regulator on methodology
efinition >> evelopment > and review process
> > 2. Shared language across teams and
Independent Model Review [2] Model Refresh [3] Sl g Sk
- 1 week 3. Trust and automation for validating

and approving changes to models

“Move modelling from a bespoke artisan activity dependent on individuals, to an industrialised process for systematising institutional knowledge.”

4\ MathWorks
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Learn more about MathWorks, our products, and our services at
mathworks.com and on social media:
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