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嵌入式系统日益增长的复杂性
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014 
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013

http://www.plm.automation.siemens.com/en_us/about_us/success/case_study.cfm?Component=63184&ComponentTemplate=1481
http://www.zdnet.com/article/cars-become-datacenters-on-wheels-car-makers-become-software-companies/
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需求管理的匮乏

Sources:  Christopher Lindquist,  Fixing the Requirements Mess,  CIO Magazine, Nov 2005

为什么高达71%的嵌入式项目以失败告终?
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要点

 在 Simulink 中创建，管理需求

 早期验证以便快速发现错误

 自动化手工验证任务

 遵循安全标准的流程

“通过早期验证降低成本和项目风险，缩短认证系统的
上市时间并提供第一时间即正确的高质量产品代码”   
Michael Schwarz, ITK Engineering
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RequirementsRequirements

传统开发流程的挑战

SpecificationSpecification C/C++

Hand code
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将 Simulink 模型作为规范

RequirementsRequirements C/C++
Executable

Specification
Executable

Specification

Hand code
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完整的基于模型的设计

Code 
Generation

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

基于模型设计的验证流程

Component 
and system 
testing

Equivalence
testing

Equivalence
checking

Review and 
static analysis
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来自需求的挑战

需求在哪实现的 ? 需求如何被
测试 ?

设计和需求一
致吗 ?

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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需求和设计之间的缺口

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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Simulink Requirements

Author

Track Manage
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Requirements Editor
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Requirements Editor
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Import

从外部导入需求

IBM Rational DOORS

Simulink Requirements EditorMicrosoft Word 
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Requirements Perspective
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需求透视
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关联需求，设计和测试

`
REQ 3.1 ENABLING CRUISE 

CONTROL
Cruise control is enabled 
when …..
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关联需求，设计和测试

`
REQ 3.1 ENABLING CRUISE 

CONTROL
Cruise control is enabled 
when …..

ENABLE SWITCH DETECTION
If the Enable switch is 
pressed ……

得到
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关联需求，设计和测试

`
REQ 3.1 ENABLING CRUISE 

CONTROL
Cruise control is enabled 
when …..

ENABLE SWITCH DETECTION
If the Enable switch is 
pressed ……

实现于

`

得到
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关联需求，设计和测试

验证于

Test Case
xx

`
REQ 3.1 ENABLING CRUISE 

CONTROL
Cruise control is enabled 
when …..

ENABLE SWITCH DETECTION
If the Enable switch is 
pressed ……

实现于

得到

`
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跟踪实现和验证

Passed

Failed

No Result 

Missing

Verification Status

Implemented

Justified

Implementation Status

Missing
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对变更的响应

If the switch is pressed and the counter reaches 50 
then it shall be recognized as a long press of the switch. 

If the switch is pressed and the counter reaches 75 
then it shall be recognized as a long press of the switch. 

Implements
Original Requirement

Updated Requirement
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验证设计对指南和标准的遵循

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

Review and 
static analysis

设计创建的
对吗 ?

是不是太
复杂 ?

可以做代码
生成吗 ?
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使用静态分析进行自动化验证

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

检查 : 
• 可读性和语义

• 性能和效率

• Clones

• 更多……
Model Advisor AnalysisModel Advisor Analysis
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为走查和文档化工作生成报告

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

Model Advisor AnalysisModel Advisor Analysis Model Advisor Reports Model Advisor Reports 
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导航到有问题的模块

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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用于解决问题或自动纠正的指南

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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内建的检查项，用于行业标准和准则的遵循

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

• DO-178/DO-331

• ISO 26262

• IEC 61508

• IEC 62304

• EN 50128

• MISRA C:2012

• CERT C, CWE, ISO/IEC TS 17961

• MAAB (MathWorks Automotive Advisory Board) 

• JMAAB (Japan MATLAB Automotive Advisory Board) 
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配置和自定义分析

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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用形式化方法检测设计错误

 发现运行时设计错误 :
• 整数溢出

• 死逻辑

• 被零除

• 数组越界

• 范围违规

 生成反例以重现错误

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code
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证明设计符合需求

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

  

 

 使用形式化需求模型证明设计属性

 模型功能和安全要求

 生成用于分析和调试的反例
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Static 
Analysis 

Static 
Analysis 

对标准和准则的检查经常要延迟执行

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

Rework
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Static 
Analysis 

Static 
Analysis 
Edit-Time 
Checking
Edit-Time 
Checking

使用 Edit-Time 检查，将验证早期化

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

• 编辑时高亮违规

• 早期修复问题

• 避免重复工作
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使用 Edit-Time 检查，查找编辑时的合规性问题
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使用 Metrics Dashboard评估质量 

• 统一的视图
• 尺寸
• 合规
• 复杂度

• 确定问题区域可能在
哪里
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网格可视化

 可视化标准检查合规性
– 发现问题

– 识别模式 

– 查看热点

Red: Fail

Orange: Warning

Green: Pass

Gray: Not run

Legend: 
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功能性测试

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

设计符合
需求吗 ?

功能正确吗 ? 测试完
整吗 ?
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Test CaseTest Case

Main ModelMain Model

系统的功能性测试

AssessmentsAssessmentsInputsInputs

Test Sequence

Signal Builder

MAT file (input) MAT file (baseline)

Test Assessment

MATLAB Unit Test

and more!and more! and more!and more!

Excel file (input) Excel file (baseline)

Test HarnessTest Harness
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管理测试和测试结果
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覆盖率分析用以测量测试

SimulinkSimulink • 确定测试差距

• 丢失需求

• 意想不到的功能

• 设计错误

StateflowStateflow

Generated CodeGenerated Code

Coverage ReportsCoverage Reports
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功能性测试的测试用例生成

 指定功能测试目标
– 定义信号在测试用例中必须满足的自定

义目标

 指定功能测试条件
– 定义信号值约束来限制 test generator

Test Condition

Test Objective

Test Objective
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C/C++

静态代码分析

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++
Generated code

代码遵循
MISRA?

集成代码有
没有运行时
错误 ? 

Other code

生成的代码和其他代
码之间的接口是否完

全测试？

The Generated Code is integrated 
with Other Code (Handwritten)
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静态代码分析 Polyspace

 代码指标和标准
– 注释密度，圈复杂度 ,…
– MISRA 及 Cybersecurity 标准

– 支持 DO-178, ISO 26262, ….

 错误发现和代码验证
– 检查软件的数据和控制流程

– 检测错误和安全漏洞

– 证明没有运行时错误

Polyspace Code Prover 的结果
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等效性测试

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

代码在功能上等同
于模型吗 ?

所有的代码
都被测试过

吗 ?
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等效性测试

 Processor in the Loop (PIL)
– 数值等价 , 模型到目标码

– 运行在目标板上

 重用为模型开发的测试来测试代码

 收集代码覆盖度指标

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

Target
Board

 Software in the Loop (SIL)
– 功能等效性 , 模型到代码

– 在台式机 /笔记本计算机上运行

Desktop
Computer

PIL

SIL
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使用 IEC认证套件和 DO认证套件对工具进行认证

 对代码生成进行鉴定并验证产品

 包括文档，测试用例及步骤

BAE Systems Delivers DO-178B Level A Flight 
Software on Schedule with Model-Based Design

KOSTAL Asia R&D Center Receives ISO 26262 
ASIL D Certification for Automotive Software 
Developed with Model-Based Design
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Lear使用基于模型的设计更快地提供高质量的车身控制电子产品

挑战
设计，验证和实现高质量的汽车车身控制电子设备

解决方案

使用基于模型的设计，通过仿真， SIL 和 HIL 测
试，实现早期及持续的验证

结果
 验证需求的时间点提前。 超过 95％的问题在实

现前已经修复，而之前的比例为 30％
 开发时间缩短 40％。 在整个开发周期中生成

700,000 行代码并重用测试用例

 零保修问题

“ 我们采用基于模型的设计不仅能够更快地交付质量更好的
系统，而且因为我们相信这是一个明智的选择。 最近我们赢
得了一个项目，我们的几个竞争对手因时间紧迫而拒绝竞标。
 使用基于模型的设计，我们按计划交付了项目，没有任何问
题 ."

- Jason Bauman, Lear Corporation

Link to user story

Lear automotive body electronic control 
unit.

http://www.mathworks.com/company/user_stories/lear-delivers-quality-body-control-electronics-faster-using-model-based-design.html?by=company
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参考客户和应用

LS Automotive 通过基于模型的设计缩短了汽车零部件软件的开发时间

早期检测到规范中的错误

大陆集团为重型卡车开发电子控制空气悬架

验证时间减少高达 50%

空客直升机通过基于模型的设计加速了 DO-178B 认证软件的开发

软件测试时间缩短了 2/3

More User Stories:  www.mathworks.com/company/user_stories.html

https://www.mathworks.com/company/user_stories.html
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总结

RequirementsRequirements Executable
Specification
Executable

Specification

Model used for 
production code 

generation

Model used for 
production code 

generation

Simulink Models

C/C++

Generated code

Component 
and system 
testing

Equivalence
testing

Equivalence
checking

Review and 
static analysis

 在 Simulink 中创建，管理需求

 早期验证以便快速发现错误

 自动化手工验证任务

 遵循安全标准的流程
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更多

访问 MathWorks 验证，确认和测试解决方案页面
mathworks.com/solutions/verification-validation.html

https://www.mathworks.com/solutions/verification-validation.html
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Thank You!
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Backup
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Qualify Tools using IEC Certification Kit 
for ISO 26262, IEC 61508, and related standards

 Qualify tools, including
– Embedded Coder
– Simulink Check
– Simulink Coverage
– Simulink Design Verifier
– Simulink Test
– Polyspace Bug Finder
– Polyspace Code Prover

 Support standards, including
– ISO 26262 (Automotive)
– IEC 61508 (Industrial)
– EN 50128 (Rail)
– IEC 62304 (Medical)
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Qualify Tools using DO Qualification Kit 
for DO-178, DO-254, and related standards

 Qualify tools, including
– Simulink Check
– Simulink Coverage
– Simulink Code Inspector
– Simulink Design Verifier
– Simulink Report Generator
– Simulink Test
– Polyspace Bug Finder
– Polyspace Code Prover

 Support standards, including
– DO-178 (Flight software)
– DO-254 (Flight hardware)
– DO-330 (Tool qualification)
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Systematic Functional Testing

Main Model

Test Harness

Component 
under test

•Synchronized, simulation 
test environment

Test 
Harnesses

Excel input 
template and 
baseline data

• Define inputs and 
assessments based on logical, 
temporal conditions

Test Sequence 
Block

•Author, execute, manage test cases
•Review, export, report 

Test
 Manager
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Model and Code Coverage identifies gaps in testing

•Measure test completeness
 

• Identify missing tests or 
unintended functionality

Model 
Coverage 

Highlighting  and 
Reporting

•View coverage results on diagrams

•Manage accumulated coverage 
results

Generated Code 
Coverage

•Find untested generated code 

•Map results from code to 
model object
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Test Harness

 Harnesses contained in the 
model file or external

 Build harness at unit 
(subsystem) or system level

 Synchronized test environment 
(harness  model)

 Enables unit testing without 
requiring new model 

 Configure harness input and 
output blocks

 Supports SIL, PIL, HIL

 Harnesses contained in the 
model file or external

 Build harness at unit 
(subsystem) or system level

 Synchronized test environment 
(harness  model)

 Enables unit testing without 
requiring new model 

 Configure harness input and 
output blocks

 Supports SIL, PIL, HIL
Main ModelMain Model

Test HarnessTest Harness

sy
nc

hr
on

iz
ed
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Test Sequence/Assessment Block

 Reactive and/or time based test cases

 Easier translation of test procedures 

 Built on top of Stateflow with extensions 
for testing (SF license not required)

 Subset of MATLAB language

 Steps are temporal or logic-based

 Create complex test inputs and 
assessments

 Supports debugging (breakpoints)

 Reactive and/or time based test cases

 Easier translation of test procedures 

 Built on top of Stateflow with extensions 
for testing (SF license not required)

 Subset of MATLAB language

 Steps are temporal or logic-based

 Create complex test inputs and 
assessments

 Supports debugging (breakpoints)
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